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@ Get certified by completing our SPORIFY Users Training course which is available via the CorrIT Training
Academy?. Contact your local SPORIFY administrator for more information.

1 https://academy.corrit.ie/#/login
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1 General Information

1.1 System Overview

The features of the system include:

1.2 Functions

« Provide system and user administration to tenants.

« Match preformatted Excel or CSV lists to SPOR Master Data Management Services and G-SRS controlled
substance lists.

« Provide the ability to create and set a Resolution Status to each term on your uploaded list.

+ Provide the ability to create and apply Data Tags to your Source or Target Data.

+ Export each list you have uploaded along with the set Resolution Status and any associated Mapping Data
from RMS, OMS or G-SRS, as applicable to your list.

« Provide an overview of your activity and Mapping Status via chart-based reports. These reports are known
inside SPORIFY as Dashboard, Overview and Data Insight pages.

+ Provide an overview of the information available in SPOR RMS & OMS and G-SRS services.

+ Provide notifications to highlight when SPOR information is updated.

Note: Features available are dependent on the subscription plan you have licensed. Not all features are available for
all subscription plans.

1.2.1 Browser Compatibility Settings

General Settings

« SPORIFY makes use of modern web technology. To experience the system at its best we recommend a
modern web browser listed below:

Browser Supported Version
Chrome Latest

Firefox Latest

Edge Latest

Internet Explorer 11.70 +

« The system has been tested successfully in Internet Explorer 11.70. However, it is not recommended to run
the system in older versions of Internet Explorer due to possible compatibility issues with the angular
framework technology used by the system.

Strictly Company Confidential 7/72
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1.3 Administration Guide

1.4 Organization units

O EnTation units e iy
GROAMIZATION TREE + dom moos umar kRl Y

R R

1 Navigate To: Administration - Organization units
Available Actions:

« Add root unit

New organization unit

Name

2 Navigate To: Administration - Organization units - Add Root Unit

« Edit

Strictly Company Confidential 8/72
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Edit: Reviewer

MName

Reviewer]

3 Navigate To: Administration - Organization units - Select Organization Tree - Edit

« Add sub unit

New organization unit

Name

1
.

4 Navigate To: Administration - Organization units - Select Organization Tree - Add sub unit

« Add member

Strictly Company Confidential 9/72
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Select a user

‘ kearch... Q
Select ~ | MName w
 SELECT admin admin (gary.wilson2@gmail.com)

 SELECT Alison Traynor (alison.traynor@corrit.ie)

" SELECT Andreas Bassermann (andreas.bassermann@corrit.ie)
« SELECT pipeline pipeline (pipeline@corrit.ie)
4 || €[ 1 (71> || M 5p v items per page 1 -4 of 4 items

CANCEL

5 Navigate To: Administration - Organization units - Select Organization Tree - Add member

« Delete

Strictly Company Confidential 10/72
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Are you sure?

CorriT®

ure to delete organization unit Reviewer?

6 Navigate To: Administration - Organization units - Select Organization Tree - Delete

1.5 Roles

Roles
FILTER BY PERMISSION

Aetians ~ Role Name

STanc | BerAR

7 Navigate To: Administration - Roles

Available Actions:

« Create New Role
+ Role properties:
« Role name
« On/Off: Assign new users by default
« Permissions

Strictly Company Confidential

~ Creation Time

017

102017

L REFRESH

 CREATE NEW ROLE
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Create new role

Role properties  Permissions

Role name

|:| Default

Assign to new users as default.

8 Navigate To: Roles - Create New Role

. Edit
« Edit role properties:
+ Editrole name
+ On/Off: Assign new users by default
« Permissions

Strictly Company Confidential
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Edit role: User

Role properties Permissions

Role name

User

v’ Default

Assign to new users as default.

9 Navigate To: Roles - Actions - Edit Role

Assigning Permissions to a Role:

Select permissions from the tree view and save them to apply them to the created role.

Strictly Company Confidential 13/72
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Create new role

Role properties Permissions

B[] & Pages

| mm Access Control
ps Administration
o ms Dashboard

mm Organisations

s Referentials

|

#» Substances

10 Navigate To: Roles - Create New Role - Permissions Tab

CorriT®

1.6 Users
Users « 2 owonrrooce
Q
v Show advanced filters
Actions ~  User Name ~¥ Name ~  Surname ~ Roles ~  Email Address ~  Email Confirm *  Active * LastLogin Time ~ CreationTime ~
Admin User Admin email@corritie (s | [ | 05/31/2018 04/23/2017
est rest user office@corritie =3 ﬂ 01/05/2018
I 4 |1 fy[» M| 50 v remsperpage 1400 40eme

11 Navigate To: Administration - Users

Available Actions:

Strictly Company Confidential
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+ Create new user

+ Edituser

+ Assign roles

« Assign permissions
+ Unlock

+ Delete

+ Login as this user

Note: This feature is helpful when troubleshooting user queries or working on another user's behalf. All actions carried
out while an administrator is logged into another managed user account are clearly labelled in the audit log: “This
operation is performed by another user on behalf of this user.”

Strictly Company Confidential 15/72
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1.6.1 Create New User

Create new user

User informations Roles i)

| -
Surname

Phone number

UJser name

+" Setrandom password.

~" Should change password on next login.
+’ 5end activation email.
v Active

w" s lockout enabled ?

12 Navigate To: Administration - Users - Create New User

Available Settings:

+ Name

+ Surname

« Email address
« Phone number

Strictly Company Confidential
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« Username
« Profile picture
+ Security Settings:
a. Setrandom password
b. Should change password on next login
c. Send activation email
d. Account status (active)
e. Islockout enabled?
Assign Roles:
a. Select from available roles

Edit New User

Edit user: admin

User informations Reles )

admin

[ set random password

D Chould chamge passwand on next login
D Send activation email
W Active

~" 15 lockout enabled ?

S m

13 Navigate To: Administration - Users - Actions Button - Edit

Strictly Company Confidential 17/72
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Available Settings:

« Name
« Surname
« Email address
« Phone number
« Username
« Profile picture
+ Security Settings:
Set random password
Set new password
Should change password on next login
Send activation email
Account status (active)
. Islockout enabled?
+ Assign Roles:
a. Select from available roles

-0 Q0T

Assign Permissions
Users can be assigned permissions outside of their provided roles if required.

Note: For a more efficient way to administer user permissions, please review the Roles section of this document. Roles
allow permissions to be applied to users in groups to ease the administration overhead.

Strictly Company Confidential 18/72
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_____ Pages
& Access Control
“ |v| mm API
v| m System Wide
& Administration
- |v| mm Audit logs
lv| mm Languages
[v| mm Organization units
- |+ mm Resolution Status
- [v| mm Roles
l—- [v| mm Settings
(- [v| ma Source Systems
-- v| m Tags
; [v| mm Users
v = Dashboard
E)- [v! s Organisations
- [v] mm Assign Tags
- |w| mm Manage Data Insights
- [v| mm Source Data
lv| mm Target Organisations
&= Referentials
i || mm Assign Tags
- [v| mm Source Data
- lv| mm Target Referentials

.,_.ﬁ... :( "

b
B

BB

-

e Rt

B3

K] B

B

- v| mm Translations

E-E-K

& Substances

\v| mm Assign Tags

- |v| mm Source Data

- [v| mm Target Substances

RESET SPECIAL PERMISSIONS CANCEL B SAVE

14 Navigate To: Administration - Users - Actions Button - Permissions

Strictly Company Confidential 19/72
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Available Top-Level Permissions:

+ Pages: Root level, required for SPORIFY Access

«+ Access Control: Controls visibility of user data to other users within your tenant (RMS, OMS and SMS lists
uploaded by this user will be shared with all users, but if disabled user data is private to their account)

« Administration: Provides administration features to the user

« Organisations: Permissions in the SPORIFY Organisations area

« Referentials: Permissions in the SPORIFY Referentials area

« Substances: Permissions in the SPORIFY Substances area

+ Dashboard: SPORIFY main dashboard and navigation bar

Audit logs

} o R o Pl R PR

15 Navigate To: Administration - Audit Logs

Description

+ Audit Logs can be filtered based on available criteria.
+ Audit logs can be exported to Excel.
+ Audit Logs show an error state:
a. Success
b. Has Error
« Information about each entry can be found by clicking the detail button on the left of the table.
« SPORIFY support staff may request a copy of the Audit Logs when troubleshooting.

Strictly Company Confidential 20/72
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Change logs

Date Range

08/28/2022 - 09/26/2022

Entity Id

Timestamp

2022-09-23 11:30:33
2022-09-23 11:30:33
2022-09-23 11:30:33
2022-09-23 11:30:33
2022-09-23 11:30:33
2022-09-23 11:30:33
2022-09-23 11:30:33
2022-09-23 11:30:33
2022-09-23 11:30:32

2022-05-23 11:30:32
<

I« 4 |15

16 Navigate To: Admi

User

ANDREAS BASSERMANN@CORRIT.IE

Field Name
ALL

~  User Name ~  Full Name £
andreas basserma... Andreas Bassermann
andreas, b Andreas 1
andreas basserma...  Andreas Bassermann
andreas.basserma... Andreas Bassermann
andreas.basserma... Andreas Bassermann
andreas.basserma...  Andreas Bassermann
andreas.basserma... Andreas Bassermann
andrea Andrea d
andreas basserma.. Andreas Bassermann
andrea Andrea: 1

122 » > s0 v items per page

Action
INSERT
INSERT
INSERT
INSERT
INSERT
INSERT
INSERT
INSERT
INSERT

INSERT

Entity Type
SourceTerm
SourceTerm
SourceTerm
seurceTerm
SourceTerm
SourceTerm
SourceTerm
SourceTerm
SourceTerm

SourceTerm

istration - Change logs

Available Actions:

« Search

« Filter
» Date Range
« FromValue
« ToValue
« Username
« Action
« Entity Type
« Entity ID

« Field Name
+ Export to Excel
« Refresh

1.9 Authentication logs

Action

ALL

From Value

Entity Id

100000000328
100000000328
100000000328
100000000328
100000000324
100000000324
100000000324
100000000324
100000000323

100000000323

Field Name
Termid
TermName
IsDeleted
Statusid
Termid
Termhame
IsDeleted
Statusid
Termid

TermName

CorriT®s

Entity Type

v ALL

ToValue

Y CLEAR [@ EXPORT TO EXCEL W

~  From Value ~  ToValue
100000000328
Ascension Island
0
Not Set (0)
100000000324
Antigua and Barbuda
4]
Not Set (0)
100000000323

Antarctica

~  Event Desc
Termidi ~
TermiNai
IsDelete
Statusid
Termid i
TermNal
IsDelete
Statusid
Termidi

TermiNa ¥
>

1-50 of 1089 items

Strictly Company Confidential
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Authentication logs

Date Range Result

09/25/2022 - 09/25/2022 (ALL)

User Name Browser IP Address

_______

S i
 Hide advanced filters [ EXPORT TO EXCEL

Time ~  User Name ~  Full Name ~  Result ~  Browser ~  IP Address s

I« -« 18 /1] > »| 5o~ items per page

17 Navigate to Administration - Authentication logs
Available Actions:

« Search
« Filter
« Date Range
« From Value
+ Result
« User Name
* Browser
« IP Address
« Export to Excel
« Refresh

1.10 Settings

1.10.1 General

Settings m

General  MatchSettings  EMASettings  User management

18 Navigate To: Administration - Settings - General
Available Settings:

Timezone:

« Choose your required timezone from the drop-down menu.

Strictly Company Confidential 22/72
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19 Navigate To: Administration - Settings - Match Settings

Available Settings:
Matching Preferences (Fuzzy Matching):

« On/Off: Ignore punctuation and common abbreviations while matching source to Target data.
« If you enable this, the following punctuation, special characters and character spacing will be ignored
while matching your data: <> |#~-*.,2;: () []{} &*""
« SPORIFY will also include common abbreviations in the matching algorithm, e.g. Ltd = Limited.
« On/Off: Automatically match Source Data to Target Data when the system preforms a sync.
« If you disable this, your local data will not be kept in sync with SPOR.

System To System Preferences:

« On/Off: Apply manual matches found in any source system when uploading new lists to the same target.
« If you disable this, system defaults will apply. If you enable this, any manual matches previously
applied to terms in other system lists will be applied to new lists where the source terms are equal.
« On/Off: Apply the Resolution Status found in any source system when uploading new lists to the same
target.
« If you disable this, system defaults will apply. If you enable this, any Resolution Status applied to
terms in other system lists will be applied to new lists where the source terms are equal.
« On/Off: Apply matches based on identical source IDs on the same list.
« If you disable this, system defaults will apply. If you enable this, source records will automatically
match if they share Id with a matched record.

Strictly Company Confidential 23/72
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Warning: Match Settings can increase or decrease the accuracy of system default matching. Please test results with
sample data before applying these settings to a production environment.

Auto Follow Favourites:

« On/Off: If you disable this, system defaults will apply. If you enable this, any OMS organisation you are
matched to will be added to your favourites automatically.

m ﬂ e

20 Navigate To: Administration - Settings - EMA Settings

Available Settings:

« EMA Credentials (User Name and Password)
«+ Credentials are required for EMA SPOR API access on behalf of your organisation.
« One EMA credential is required per tenant account.
« Enter credentials and click Test to confirm that the account has API access.
« To remove your EMA credentials from SPORIFY, select Clear and Save.

21 Navigate To: Administration - Settings - User Management

Available Settings:
Form Based Registration

« On/Off: Allow users to register to the system.
« If disabled, users can only be created by a tenant admin account using the user management page.

« On/Off: Set auto-activate preference.

Strictly Company Confidential 24/72
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« If you disable this, new users will not be active (and cannot login) until admin manually activate the
account.
« On/Off: Require Captcha security question.
« On/Off: Email confirmation required for login of new users.

Se::ir“_‘( m

[ ddvusted padaresse

22 Navigate To: Administration - Settings - Security

Available Settings:
Password complexity

« On/Off: Use default settings.
a. If Offis selected, on-screen default settings will be applied.
+ Set minimum password length.
+ Set maximum password length.
» Complexity requirements:
a. On/Off: Use numbers in password.
b. On/Off: Use upper case letters in password.
c. On/Off: Use lower case letters in password.
d. On/Off: Use punctuation marks in password.

Enforce Password History

« On/Off: Limit Password Reuse.
« Set maximum number of unique passwords before an old password can be reused.

Password Expiration

» On/Off: Enable Password Expiration.
+ Set maximum number of days before users have to renew password.

Strictly Company Confidential 25/72
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User Lock Out

« On/Off: Enable user lockout after failed login attempts.
+ Set maximum number of failed attempts before locking the account.
« On/Off: Account is locked until administrator unlocks it.

Two Factor Login

+ On/Off: Enable two factor user login.
+ Users will receive an authentication code to their registered email address.
« On/Off: Allow to remember browser.
« If you allow this, users can select to remember the browser so that they do not have to do the two
factor login twice on the same browser.

IP Whitelisting

+ Add trusted IP addresses or IP ranges from which your users can access your tenant account.
+ Add one entry per line in the format x.x.x.x for a single address or x.x.x.x/y for a range of addresses.

Session Idle Timeout

« On/Off: Automatically Log Out User After A Set Period Of Inactivity.
+ Set maximum number of seconds before logging out the user.

Note: NCA Settings are only available with the NCA edition of SPORIFY.

PROVISIONAL

ESTONIAN

23 Navigate To: Administration - Settings - NCA Settings

Available Settings:
Translation Settings

+ Default translation status
« Choose appropriate status from the drop-down menu.
+ Translation Languages
+ Choose appropriate language from the drop-down menu.

Strictly Company Confidential 26/72
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1.10.7 External Login Settings

With External Login Settings, it "s possible to include user accounts hosted on an external identity provider.
SPORIFY supports OpenID Connect 1.0 with Okta?, Microsoft Azure AD3, OnelLogin?, and ForgeRock® as identity
provider.

General ~ Match Settings  EMA Settings Security  NCASetings  External Login Settings

© External Login settings can take up to 24 hours to take effect

~" Openid with Okta O

D Openid with Azure Active Directory /4
[ openid with oneLogin =

[J openid with ForgeRack &

Okta Configuration Credentials

https:iidemo.sparify.eufauthorization-codercallback

24 Navigate To: Administration - Settings - External Login Settings - Openld with Okta

Settings .

Match Settings.  EMA Settings er management  Security  NCASettings  External Login Settings

© External Login settings can take up to 24 hours to take effect.

[] openid with Okta &
/" Openid with Azure Active Directory /g

[ openid with OneLogin ==

[ openid with Forgerock &

25 Navigate To: Administration - Settings - External Login Settings - Openld with Azure Active Directory

2 https://www.okta.com/

3 https://azure.microsoft.com/en-us/products/active-directory/
4 https://www.onelogin.com/

5 https://www.forgerock.com/

Strictly Company Confidential 27/72
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Settings

External Login Settings

Corr

26 Navigate To: Administration - Settings - External Login Settings - Openld with OneLogin

Settings
EMA Settings

0 External Login settings can take up to 24 hours to take effect

[] openid with okta ©
] openid w
[ openid w

v Openid w

e Active Directory A

Configuration Credentials

External Login Settings

27 Navigate To: Administration - Settings - External Login Settings - Openld with ForgeRock

Available Settings:

« OpenlID with Okta
+ Authority
+ ClientID
« Client Secret
+ Redirect URL
+ OpenlD with Azure Active Directory
+ Authority
+ ClientID
« Client Secret
+ OpenlD with OneLogin
+ Authority
+ ClientID
« Client Secret
+ OpenlD with ForgeRock
+ Authority

Strictly Company Confidential
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« ClientID
« Client Secret
« Redirect URL

1.10.7.1 Obtaining OpenID With Okta Credentials:

+ Login to Okta.

Strictly Company Confidential 29/72
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okta

Sign In
Username
Password
Keep me signed In

" Sign in

Forgot password?

Help

+ Select Applications on the navigation menu.
«+ Select Applications.

Strictly Company Confidential 30/72
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Dashboard b
Directory W
Customizations i
Applications ks
Applications
Self Service
Security e
Workflow v
Reports b
Settings b

+ Click the Create App Integration button.

Create App Integration Browse App Catalog [ Assign Users to App More ~
L3 ) 1

Add an ap n that ca ed to your .

+ Select the following options:
+ Sign-in method
« OIDC - OpenlID Connect
« Application type
« Web Application
« Click the Next button.

Strictly Company Confidential 31/72
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Create a new app integration

Sign-in method

Learn More [3

Application type

What kind of application are you trying to integrate
with Okta?

Specifying an application type customizes your
experience and provides the best configuration,

SDK, and sample recommendations.

© 0IDC - OpenID Connect
Token-based OAuth 2.0 authentication for Single Sign-On (SSO) through API
endpoints. Recommended if you intend to build a custom app integration with
the Okta Sign-In Widget.

SAML 2.0
XML-based open standard for SSO. Use if the Identity Provider for your
application only supports SAML.

SWA - Secure Web Authentication
Okta-specific SSO method. Use if your application doesn't support OIDC or
SAML.

API| Services
Interact with Okta APls using the scoped QAuth 2.0 access tokens for
machine-to-machine authentication.

Web Application
Server-side applications where authentication and tokens are handled on the
server (for example, Go, Java, ASP.Net, Node.js, PHP)

Single-Page Application
Single-page web applications that run in the browser where the client

receives tokens (for example, Javascript, Angular, React, Vue)

Mative Application
Desktop or mobile applications that run natively on a device and redirect

+ Complete the following fields:
+ General Settings
« App integration name
« Granttype

+ Select Authorization Code and Implicit (hybrid)

Strictly Company Confidential
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2 New Web App Integration

General Settings

App integration name

N TestApp| ]

Logo (Optional) e l 8
—_

Grant type Client acting on behalf of itself

Client Credentials
Learn More (3

Client acting on behalf of a user
Authorization Code
Interaction Code
Refresh Token
Implicit (hybrid)

« Sign-in redirect URIs
 Insert URIL.
« For production, use https://sporify.eu/authorization-code/callback®

« Forvalidation, use https://v.sporify.eu/authorization-code/callback’
« Note that no port number is needed for this URI

Sign-in redirect URIs Allow wildcard * in sign-in URI redirect.

https://localhost:8443/authorization-code/callback X

Learn More [4 ‘ =+ Add URI

« Sign-out redirect URIs
+ Insert URI.
« For production, use https://sporify.eu®/logout?
« Forvalidation, use https://v.sporify.eu'?/logout!?

6 https://demo.sporify.eu/authorization-code/callback
7 https://demo.sporify.eu/authorization-code/callback
8 https://demo.sporify.eu/authorization-code/callback
9 https://demo.sporify.eu/logout

10 https://demo.sporify.eu/authorization-code/callback
11 https://demo.sporify.eu/logout
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Sign-out redirect URIs (Optional)

S [ https://localhost:8443] ] X
+ Add URI

Learn More (4

+ Assignments
« Controlled access
+ Select the relevant option.
« Enable immediate access

« Check the ‘Enable immediate access with Federation Broker Mode’ checkbox.
 Click the Save button.

Assignments
Controlled access O Allow everyone in your organization to access

Limit access to selected groups

Skip group assignment for now

Enable immediate access (Recommended) Enable immediate access with Federation Broker Mode

To ensure optimal app performance at scale, Okta End User

Dashboard and provisioning features are disabled. Learn more

+ View the information provided about the created app, including Client ID and Client Secret.

about Federation Broker Mode.
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Client Credentials Edit

Client IQD Doabszwbyb2n61Cun5d

Public identifier for the client that is required for all QAuth

flows.

Client authentication ) Client secret

Public key [ Private key

Proof Key for Code Exchange (PKCE) Require PKCE as additional verification

CLIENT SECRETS

Generate new secret

Creation date Secret Status

Oct 10. 2022 SRRSO NENONREROO RN ERRORORRRROREEN 9 E

+ Select Security on the navigation menu.
« View the relevant Issuer URI, which is the required Authority code.
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API © Help

Authorization Servers Tokens Trusted Origins

© Add Authorization Server Search...

Name Audience Issuer URI

default  api://default https://dev-20473604.0kta.com/cauth2/default] Active: # v,

Show More

« Once the credentials have been obtained:
+ Login to SPORIFY.
+ Click Administration on the navigation menu.
+ Click Settings.
+ Select External Login Settings.
« Check the OpenlID with Okta checkbox.
« Complete the presented fields.
« Click Save All.

Settings

General Match Settings EMA Settings User management Security NCA Settings External Login Settings

@ External Login settings ¢an take up to 24 hours to take effect.

+" Openld with Oktz O

[] openid with Azure Active Directory A
[J openid with OneLogin ==

] openid with ForgeRock &

28 Navigate To: Administration - Settings - External Login Settings - Openld with Okta

1.10.7.2 Obtaining OpenID With Azure Active Directory Credentials:

+ Login to aad.portal.azure.com.

+ Select Azure Active Directory.

+ Select App Registrations on the navigation menu.
+ Click New Registration.
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+ Name the application using the Name field.

* Name

The user-facing display name for this application (this can be changed later).

| AspNetZero Demo

+ Select the supported account type ‘Accounts in any organizational directory (Any Azure ID directory -
Multitenant).

Select your Supported account types (in our case we want all options):

Supported account types

Who can use this application or access this API?

O Accounts in this organizational directory only (eXaaS only - Single tenant)

@ Accounts in any organizational directory (Any Azure AD directory - Multitenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

O Personal Microsaft accounts only

« Under Redirect URI, select Web using the first field.

+ Set the redirect URI to https://sporify.eu/account/externallLoginCallback for production or https://

v.sporify.eu/account/externallLoginCallback!? for validation.

12 https://sporify.eu/account/externalLoginCallback
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Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

[ web o I [https:/fsporffv.eu{accaunt/extemalLoginCallback v

+ Click Register.
« Under Essentials, click on the Redirect URIS link.

Badhien LR el 1 S0, 0 et Chin]

« Under Single-Page Application, enter https://sporify.eu in the first field for production or https://

v.sporify.eu®® for validation.
« Enter https://sporify.eu/account/login in the second field for production or https://v.sporify.eu/account/

logint* for validation.

- Single-page application Quckitsr  Decipt [
Redmect URE
Thop LR wep wall 3C00ET 35 Cirstinatisens wihgn nebueming Jotaniabon (spoedes [Tokan] 2 s_n:n;n':r_ﬂ:, h."'.lﬂ:-e'zl:rg -4 Lw;-'wg.c._ erbrs. Thi rcensy LRI you
S i Pl TRt b Thi Bogin Sinver Thaikd maich e e Pk, Alge nafimid b0 a0 ripdy URLE. | r About Radinect LR and 1t PR
l hitps/tponfy ey J 0]
| hitp fepondyaufBosount fogen | E
Grant bypes

) our Redionet LR i3 clagrbile o0 She Suthanization ade Flow with FRCE

« Under Front Channel Logout URL, add the following URL: https://sporify.eu/logout*®

Front-channel logout URL

This is where we send a request to have the application clear the user's session data. This is required for single sign-out to
work correctly.

https://sporify.eu/logout

« Under Implicit Grant And Hybrid Flows, select ‘ID tokens (used for implicit and hybrid flows)’.

13 https://sporify.eu/account/externalLoginCallback
14 https://sporify.eu/account/login
15 https://demo.sporify.eu/logout
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mplicit grant and hybrid flow

F t autt zat P F 3 A) an
e e the 2 fit ke eb APl via ss toke toke
For A ET eb apps and er web app u b o k
Select the tokens you would like to be issued by the authonzation endpoint
ed for implicit f

Fr
+ Click Save.
+ Navigate to Certificates & Secrets.
+ Click New Client Secret.
« Provide a description in the Description field.
+ Set an expiry date using the Expires field.
Descnption AspMNetZero Demo Client Secret
Expires Recommended: 6§ months W
+ View the Client Secret that has been created.
Description Expires Value Secret ID

« Copy and save the Secret ID.
+ Navigate to the Overview tab to view and copy the Client ID.

~ Essentials
name

Application (client) ID

+ Select Token Configuration on the navigation menu.
« Click Add Optional Claim.

« Under Token Type, select ID.

+ Select the following claims: email and given_name.
+ Click Add.
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« Check the ‘Turn on the Microsoft Graph email, profile permission...” checkbox.

+ Click Add.

Add optional claim

Some of these claims (email. given_name) require Openld Connect scopes to be
configured through the APl permissions page or by checking the box below. Learn

more

Turn on the Microsoft Graph email, profile permission (required for claims to appear in

token).

Add Cancel

+ Click Add Optional Claim again.
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« Under Token Type, select Access.
Check email and given_name.
+ Click Add.
+ Once the credentials have been obtained:
+ Login to SPORIFY.
+ Click Administration on the navigation menu.
+ Click Settings.
+ Select External Login Settings.
+ Check the OpenlID with Azure Active Directory checkbox.
« Complete the presented fields.
« Click Save All.

External Login Settings

0 External Login settir

5 can take up 1o 24 hours to take effect,

[ openid with okt2 ©

[J openid with ForgeRack &

Azure Active Directory Configuration Cred

29 Navigate To: Administration - Settings - External Login Settings - Openld with Azure Active Directory

1.10.7.3 LoggingIn To SPORIFY Using SSO:

« Insert the relevant credentials.
+ Click the Single Sign On button.
« The useris redirected to Okta/Azure/OnelLogin.
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Log In
test

admin

J Remember me Forgot password?

CREATE ACCOUNT | EMAIL ACTIVATION

30 Navigate To: Login

+ Login via Okta/Azure/OnelLogin.

« If the user has already signed up, they are redirected to SPORIFY.

« If the user has not already signed up, they are redirected to the SPORIFY Sign Up screen.
« Tosign up, fill in the following fields:

« Tenant

« Firstname

« Surname

« Email
« Click the Submit button.

+ A confirmation email is sent to the user. Via this email, the user is required to confirm their email

address.
« The user must then wait for their account to be activated by system admin.
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Sign up

Tenant

Personal information

2022 © Sporify by CorrlT

1.11 Manage Systems

31 Navigate To: Administration - Manage Systems

Available Settings:

« Create New System
« Name system
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Create New System

MName

CANCEL B SAVE

32 Navigate To: Administration - Manage Systems - Create New System

« Edit System
« Edit system name

Edit System

MName

Default

33 Navigate To: Administration - Manage Systems - Cog Icon - Edit

+ Delete System
« Confirm the deletion action by clicking Yes
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34 Navigate To: Administration - Manage Systems - Cog Icon - Delete

Are you sure?

Note: Deleting a Resolution Status will revert the status of all records in the system that the deleted Resolution Status
was applied to back to their default status set by SPORIFY after matching, e.g. “Matched”, “Not Set” or “Suggested” as

applicable.

1.12

Tags

+ CREATE NEWTAG.

Tags

~  Name

35 Navigate To: Administration - Tags

Available Settings:

+ Create new Tag
+ Name
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CorriT®s

Create new tag

Name

K s M -
Tia et e | lnar I
NdImie must De Unigu

(]

36 Navigate to: Administration - Tags- Create New Tag

« EditTag
+ Name

Edit tag

Mame

Approved

37 Navigate To: Administration - Tags - Cog Icon - Edit

+ Delete Tag
« Confirm the deletion action by clicking Yes.
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Are you sure?

38 Na\iigate To: Administration - Tags - Cog Icon - Delete

Note: Deleting a Tag will remove the Tag from any data that it has been associated with. The system will ask if you are
sure you wish to proceed with the delete action. Asummary of the number of records the Tag will be removed from will

be displayed for your information. You must confirm if you wish to proceed or cancel.

1.13 Resolution Status

Resolution Status

39 Navigate To: Administration - Resolution Status

Available Settings:

» Create Status
« Name
« Colour
« lcon

Strictly Company Confidential

+ CREATE NEW STATUS

«  Maintain Mapping Record

47/72



23.1

Administrator Guide Co rr

+ On/Off: Maintain mapping record
. Edit
+ Delete

Create New Status

Name

Color

lcon

Maintain mapping record

CANCEL

40 Navigate To: Administration - Resolution Status - Create New Status

Note: Deleting a Resolution Status will revert the status of all records in the system that the deleted Resolution Status
was applied to back to their default status set by SPORIFY after matching, e.g. “Matched”, “Not Set” or “Suggested” as
applicable.

Change Reasons are utilised as part of e-signature which is an optional setting under Data Governance for each data
domain. When completing e-signature, a reasons dropdown is available where approvers can choose from this pre-
defined reason list.

Note: By default, no reasons will be automatically created. SPORIFY administrators must create reasons suitable for
their internal process.
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Reasans B

41 Navigate To: Administration - Reasons

Available Actions:

» Create New Reason
» Reason
« On/Off: Default
« On/Off: Active

Create New Reason

Reason

Target Data Updated

H [] pefault
v Active

—.

42 Navigate To: Administration - Reasons - Create New Reason

. Edit
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Edit Reason

Reason

‘ Target Data Updated

[] pefault

</ Active

43 Navigate To: Administration - Reasons - Cog Icon - Edit

« Delete

Are you sure?

Reazon Test' will De deleteg

Yes

44 Navigate To: Administration - Reasons - Cog Icon - Delete

1.15 Data Governance

Settings
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oo

L]

(-

45 Navigate To: Administration - Data Governance - Settings

Available Settings:

+ Substances
« On/Off: Governance Required
+ Assign Reviewers
+ Assign Approvers
« On/Off: 4 Eye Principal
« On/Off: Enable Governance Where Record Matched
« On/Off: E-Signature
« Organisations
« On/Off: Governance Required
+ Assign Reviewers
+ Assign Approvers
« On/Off: 4 Eye Principal
« On/Off: Enable Governance Where Record Matched
« On/Off: E-Signature
+ Referentials
« On/Off: Governance Required
+ Assign Reviewers
« Assign Approvers
« On/Off: 4 Eye Principal
« On/Off: Enable Governance Where Record Matched
« On/Off: E-Signature

Governance Status
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46 Navigate To: Administration - Data Governance - Governance Status

Available Actions:

» Create New Status

« Name
« Colour
« lcon

« Publish
« Active

1

MName
1 Color
| ]

lcon

MNOTHING SELECTED

D Publish
" Active

Create New Status

47 Navigate To: Administration - Data Governance - Governance Status - Create New Status

« Edit (Static Status)
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Edit Label

MName

Accept

Color

#90ee90

lcon

1> THUMBS-UP i

CANCEL B SAVE

48 Navigate To: Administration - Data Governance - Governance Status - Cog Icon - Edit

« Edit (User Defined Status)
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Edit Status

Icon

& GRAIN

[] publish
[] Active

49 Navigate To: Navigate To: Administration - Data Governance - Governance Status - Cog Icon - Edit

+ Delete

Note: Only user defined statuses can be deleted.
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Are you sure?

Status Test will b

50 Navigate To: Administration - Data Governance - Governance Status - Cog Icon - Delete

1.16 Veeva Integration

SPORIFY’s optional Veeva Integration connects SPORIFY directly with Veeva Vault RIM and synchronises Controlled
Vocabularies and Organisation and Substance records with SPORIFY, where you can manage your SPOR data with

Data Governance and Data Flow Control.

Integrations

Yeevd
==

51 Navigate To: Administration - Integrations
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52 Navigate To: Administration - Integrations - Configure

1.16.1 Prerequisites

We recommend the use of a service account for SPORIFY to access Veeva Vault RIM. In order to use SPORIFY’S Veeva
Vault RIM integration, it is necessary to have access to the following Veeva Vault RIM objects and fields, all of which
are required by the SPORIFY service account.

Access is required to the following Veeva Vault RIM objects:

Vault RIM Object Name
drug_substance_v
excipient__v
organization__rim
country__v
language__rim

controlled_vocabulary__rim

The following fields must be available for import:
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Vault RIM Object Name Vault RIM Field Name

controlled_vocabulary__rim

name__v

country__v

name__V

language__rim

name__v
organization__rim

id
name__v
address__rim
city__rim
state__rim
postcode__rim

country__rim.name__v

drug_substance__v
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Vault RIM Object Name Vault RIM Field Name

name__v

ev_code__v

spor_substance_code__v

us_substance_code__v

eudamed_inn__v

cas_number__v

excipient__v

id

name__v

ev_code__v

spor_substance_code__v

us_substance_code__v
The following fields must be available for export:

Vault RIM Object Name Vault RIM Field Name SPORIFY Mapped Data

controlled_vocabulary__rim

Vault RIM fieldname SPORIFY Mapping
id N/A
spor_list_id__v, RMS List ID
spor_list_name__v RMS List Name
spor_rms_id__v RMS Term ID
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Vault RIM Object Name

country__v

language__rim

Strictly Company Confidential

Vault RIM Field Name

spor_term__v

spor_status__v

spor_domain__v

spor_version__v

Vault RIM fieldname

id

spor_list_id__v,

spor_list_name__v

spor_rms_id__v

spor_term__v

spor_status__v

spor_domain__v

spor_version__v

Vault RIM fieldname

id

spor_list_id__v,

spor_list_name__v

Corr

SPORIFY Mapped Data
RMS Term Name

RMS Term Status

RMS Term Domain

RMS Term Version

SPORIFY Mapping
N/A

RMS List ID

RMS List Name
RMS Term ID

RMS Term Name
RMS Term Status
RMS Term Domain

RMS Term Version

SPORIFY Mapping
N/A
RMS ListID

RMS List Name
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Vault RIM Object Name

organization__rim

drug_substance__v

excipient__v

Strictly Company Confidential

Vault RIM Field Name

spor_rms_id__v

spor_term__v

spor_status__v

spor_domain__v

spor_version__v

Vault RIM fieldname

id

spor_oms_id__v

spor_location_id__v

location_status__v

Vault RIM fieldname

id

ev_code__v

spor_substance_code__v

us_substance_code__v

spor_term__v

Corr

SPORIFY Mapped Data
RMS Term ID

RMS Term Name

RMS Term Status

RMS Term Domain

RMS Term Version

SPORIFY Mapping
N/A

SPOROMS ID
SPORLOCID

SPOR LOC Status

SPORIFY Mapping
N/A

ev code (XEVMPD)
EUTCT ID

G-SRS UNII

EUTCT Substance Name

60/72



23.1 .
Administrator Guide O rr -

Vault RIM Object Name Vault RIM Field Name SPORIFY Mapped Data
Vault RIM fieldname SPORIFY Mapping
id N/A
ev_code__v ev code (XEVMPD)
spor_substance_code__v EUTCTID
us_substance_code__v G-SRS UNII
spor_term__v EUTCT Substance Name

1.16.2 Account Permissions

The following account permissions are advised to provide least privilege to the service account used to connect to
your Vault RIM tenant.

Permissions Set - Details:

« Status: Active

« Name: SPORIFYIntegration

« Description: Permission set used for SPORIFY sync via Loader API
« Created By: [Name]

« Created Date: [Date]

« Last Modified By: [Name]

«+ Last Modified Date: [Date]

VVaultRIM ssx

Business Admin Logs Configuration Operations Deployment Connections Settings
USERS & GROUPS SPORIFYIntegration
Vault Users
Domain Users
m Admin = Application = Objects | Tabs Pages Mobie
Groups
Details

Security Profiles
Status Active
Name SPORIFYIntegration
Application Roles
Description Permission set used for SPORIFY sync via Loader API
Source & Custom
Created By
Created Date 06 May 2022 13:55 IST
Last Modified By

Last Modified Date 06 May 2022 1421 IST

53 Details

Permissions Set - Application:
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API Permissions:

« AllLAPI

» Access API

« Events API

« Metadata API

File Staging Permissions:
« Access
Vault Owner Actions Permissions:

« Vault Loader

CorriT"s

VLR Dwnat Achions

v Vault RIM sex
Business Admin Logs ConSgurasion Ciperations Deployment Conneclions Settings
USERS & GROUPS SPORIFYIntegration
Vaul Users
Domain Users
Detsis | Aamin ISR Objects Tabs | Pages  Mobie
Groups
Vault Actions
Searity Profies
e ] Bowitn AF Matodals AP
Apgication Rales "
Aosess
File Staging
Vault Owner Achons
Rwatrd [t wmtveret
R i Povens Dabete Vit Losster Mgt Migratan

54 Application

Permissions Set - Objects:
Read, Create & Edit Permissions:

« Base Active Substance

« Specified Active Substance
« Active Substance

+ Ingredient

« Controlled Vocabulary

« Country

« Language

+ Organization

Strictly Company Confidential
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Business Admin Logs Configuration

Permission Sels

Vaulk Users
Domain Users
Groups
Object Permissions
Security Profiles

All Objects
Application Roles

Active Substance

Alve Substance

Ingredient

USERS & GROUPS SPORIFYIntegration

Base Aclive Substance

Specified Active Substance

Detads ~ Admin = Application Tabs Pages Moble

55 Objects - Read, Create & Edit

Read Only Permissions:

« Base Envelope

« All Envelope

« Base Envelope Content

« Document (Specific Version)
« Document (Latest Version)
+ Object Content

+ RIMView

« User
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/ VaultRIM s

Business Admin Logs Configuration Operations Deployment  Connections  Seitings

USERS & GROUPS SPORIFYIntegration
Vault Users

Domain Users

Groups

Object Permissions
Security Profies

Road Croate Emt
Appication Roles ARChieck
Envalope
Base Envelope e
All Envalope
Envelope Content
Base Envelope Confent v,
Document {Speciic Version) v

Document (Latest Version)
Object Content

RIM View
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56 Objects - Read

Profile Setup:

« Create a security profile to use the earlier created permissions set.
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57 Security Profile

« Create a user profile attached to the earlier created security profile.
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58 User Profile

1.16.3 Settings

Available Actions:

« Connectto Veeva
 Vault Subdomain
« Username and Password
« Username
« Password
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59 Navigate To: Administration - Integrations - Configure - Connect to Veeva - User Name and Password

Veeva Connection

Vault Subdomain

User Name and Password

User Name

Password

« Run Manual Sync
« Full Sync
«+ Referentials Only
+ Organisations Only
+ Substances Only
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60 Navigate To: Administration - Integrations - Configure - Manual Sync

+ Add New List Mapping
+ Veeva List
« List Type
+ Mapping Target
+ Active
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New List Mapping
Veeva List
DRUG_SUBSTANCE_V i
h List Type
SUBSTANCES e
Mapping Target
ﬂ EUTCT > E
" Active
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61 Navigate To: Administration - Integrations - Configure - Mapping Configuration - New List Mapping

+ Edit
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Edit List Mapping
Veeva List
CONTROLLED_VOCABULARY_RIM v

E Controlled Vocabulary Type

NOTHING SELECTED »

List Type

I REFERENTIALS - Il

Mapping Target

TISSUE i II

" Active

62 Navigate To: Administration - Integrations - Configure - Mapping Configuration - Cog Icon - Edit

+ Delete
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Are you sure?

63 Navigate To: Administration - Integrations - Configure - Mapping Configuration - Cog Icon - Delete

+ Set Sync Configuration Settings
+ Mapped Record Options
« On/Off: Limit Mapped Data By Resolution Status
« On/Off: Limit Target Data By Governance Status
« Unmatched Record Options
« On/Off: Limit Unmatched Data Included In Sync By Resolution Status
« Advanced Vault Loader Options
«+ controlled_vocabulary_rim
« country_v
« drug_substance_v
« excipient_v
+ language_rim
« organization_rim
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Mapped Record Options

Unmatched Record Options

Advanced Vault Loader Options

g

64 Navigate To: Administration - Integrations - Configure - Sync Configuration

+ Set Scheduled Sync
« Enable/Disable
« Schedule Type
« Hourly
« Every X hour(s)
« Starts at [HH:MM]
« Daily
« Everyday
« Every weekday
« Starts at [HH:MM]
+ Weekly
+ Week Days
« Starts at [HH:MM]
« Monthly
« Day X of every Y months
« The [Number] [Day] of every [Number] months(s)
« Starts at [HH:MM]
« Timezone
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65 Navigate To: Administration - Integrations - Configure - Scheduled Sync
+ View Job Log
Verva miegration
Prem—— m
o

« Export to Excel
« Filter
» Date Range
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66 Navigate To: Administration - Integrations - Configure - Job Log
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