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Purpose

To verify the below user requirements:

RR_CFR_ER 01: System access shall be limited to authorized individuals. [11.10 (d)].

RR_CFR_ER 02: System shall provide a computer generated, time stamped audit trail to independently record the date and
time of operator entries and actions that create, modify, or delete electronic records. [11.10(e)], [11.10(c)]

RR_CFR_ER 03: System has ability to perform operational checks to enforce permitted sequencing of steps and vent.[11.10(f)]
RR_CFR_ER _04: System shall ensure only authorizes user can perform following actions:

* electronically sign a record

* Access the operation or Computerized System input or output device

* Alter a record

* Perform the specified operation.[11.10 (g)]

RR_CFR_ER_05: System shall ensure accuracy, reliability, consistent intended performance [11.10 (a)]

RR_CFR_ER_06: System has the ability to link and retain the executed electronic signatures and handwritten signatures on the
electronic records to ensure that the signatures cannot be excised, copied, or otherwise transferred to falsify an electronic
record by ordinary means [11.70]

RR_CFR_ER_07: System shall provide the ability to generate accurate and complete copies of records in human readable form
suitable for inspection. [11.10 (b)].

System shall provide the ability to generate accurate and complete copies of records in electronic form suitable for inspection.
[11.50(b)]

RR_CFR_ER_08: System shall generate audit trail information for deactivated users similar to active users

RR_CFR_ES_01: Each electronic signature shall be unique to one individual and shall not be reused by or reassigned to
anyone else. [11.100 (a)]

RR_CFR_CC_01: Electronic signatures shall Employ at least two distinct identification components such as an identification
code and password. [11.200 (a)(1)]

RR_CFR_CC_02: System shall provide the electronic signature components for the first signing during a single

continuous period of controlled system access. [11.200 (a)(1)(i)]

RR_CFR_CC_03: Use at least one electronic signature component that is only executable by, and designed to be used only by
the individual for all subsequent signings during a single continuous period of controlled system access. [11.200 (a)(1)(i)]
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RR_CFR_CC_04: System shall not allow the user to apply electronic signature more than one time during a single, continuous
period of controlled system access. [11.200 (a)(1)(ii)]

RR_CFR_CC_05: The System shall logout the user upon inactivity for the configured period of time.

RR_CFR_IC_PD_01: User shall have unique combination of identification code and password. [11.300 (a)]
RR_CFR_IC_PD_02: Policy and\ or Procedures shall exist to check, recall or revised periodically for Identification code and
password issuance [11.300 (b)]

RR_CFR_IC_PD_03: System uses transaction safeguards to prevent unauthorized use of passwords and/or identification
codes. Record and report the unauthorized access to system security unit and Organizational management,

immediately.11.300(d)]

Record the following

Product Name SPORIFY

Product Version 2026.1.0.0

Test Script Approval Status Approved

Execution Date 07 May 2026 at 02:07 AM
Execution Status Passed

Execution Approval Status Approved

Run Name[Run ID] Run_5-4 _12-39-5[3146]

Pre-Requisites

1. Pre-Validation plan is approved
2. Tester to complete the required trainings on the application/product/system/ validation testing requirements.

3. ALM Access with respect to project shall be provided.
4. OQ shall be reviewed and approved for execution.
5. 1Q script is executed successfully
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Not Applicable

Test Conditions

Special Instructions

1. The tester shall capture, where possible, objective evidences of the input, the results such as change in status on the status
bar, and System generated values, message box, error messages etc., with the System Date and Time stamps of the execution.

2. Steps marked as *PS* shall capture screenshots relevant to that step along with System Date and Time stamps of the

execution.

3. The executor shall enter the ‘Actual Results’ column as “AE” which is an abbreviated for “As Expected” provided the result

matches the expected results

4. ‘NA’ in the Test Data Column represents that there is no Test Data applicable for that step.

Validation

Execution Environment
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6. Test Steps

3.Users are available with
access to all modules.
4.Data Governance is
enabled for Organisation with
details as in test data
column.

5.Change Reasons are
created in Administration>>
Change Reasons. *PS*

Use Numbers in
Password: Selected
Use upper case letters
in password: Selected
Use lower case letters
in password: Selected
Use punctuations in
password: Selected
User Lockout:
Maximum number of
failed login attempt
count before locking
the account: 3
Password Expiration:
The password will
expire after the set
number of days: 2
Session Idle Timeout:
Duration of inactivity
(Seconds): 300

Use Numbers in Password:
Selected

Use upper case letters in
password: Selected

Use lower case letters in
password: Selected

Use punctuations in
password: Selected

User Lockout: Maximum
number of failed login
attempt count before locking
the account: 3

Password Expiration: The
password will expire after the
set number of days: 2
Session Idle Timeout:
Duration of inactivity
(Seconds): 300

2. User Name: prevaladmin1
with permissions to all
domains.

Step No Procedure Steps Test Data Expected Results Actual Results Test Status
Step 1 Pre-requisite: 1. Use default setting: | All Pre-Requisites are met. 1. Use default setting: Passed
1.Set the Password policy as | Unselected Unselected
mentioned din test data Minimum Password Minimum Password Length:
column in Administration>> Length: 15 15
Settings>> Security tab. Maximum Password Maximum Password Length:
2.Admin user is available. Length: 20 20
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Step No Procedure Steps Test Data Expected Results Actual Results Test Status

2. User Name:
<pvadminuser> with
permissions to all
domains.

3. User Name:
<pvrevuser> with valid
mail address

User Name:
<pvappuser> with valid
mail address
4.Assign Reviewers:
<pvrevuser>

Assign Approvers:
<pvappuser>

4 eye principle:
Selected

Enable Governance
Where Record
Matched: selected
e-Signature: selected
5.Change Reason:
<approved>

3. User Name: pvreuser1
with valid mail address
User Name: pvapuser1 with
valid mail address

4.Assign Reviewers: preval
user1

Assign Approvers: preval
user2

4 eye principle: Selected
Enable Governance Where
Record Matched: selected
e-Signature: selected
5.Change Reason: Approved

AE

Chandrashekar
Naguvanahalli
Shankaregowda

04 May 2026 at 03:15 PM
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Step No Procedure Steps Test Data | Expected Results Actual Results Test Status
S SPORIFY x  + = =] X
< C M 25 preval.sporify.eu/Application#!/tenant/settings & Q ¥ o3 [ ®
[ ArisGlobal favorites B 3 All Bookmarks
SPZRIFY @
oot Settings m
Dashboard
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Step No

Procedure Steps

Test Data | Expected Results

Actual Results

Test Status
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~  Creation Time v
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Step No Procedure Steps

Test Data | Expected Results

Actual Results

Test Status
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Step 2 Launch the SPORIFY URL: The SPORIFY application URL: Passed

application and enter the
details as mentioned in test
data column. Click on LOG
IN button. *PS*

<https://preval.sporify. | homepage is displayed.
eu/Account/Login>
Tenancy name :
<preval>

User name or email:
<pvadminuser>
Password: <Enter valid
password of the user>

https://preval.sporify.eu/Acco

unt/Login

Tenancy name : AG
User name or email:
prevaladmin

AE

Chandrashekar
Naguvanahalli
Shankaregowda

04 May 2026 at 03:39 PM
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Step No Procedure Steps Test Data Expected Results Actual Results Test Status
Step 3 Navigate to Administration>> | Name: <validname> New user is created. Name: preval Passed
Users, Create a new user Surname: Surname: admin2

with valid mail address,
assign the admin role and fill
all the mandatory data and
click on Save button. *PS*

<validsurname>
Email address: <valid
mail address>

User Name:
<prevaluser11>

Set random address:
unselected
Password: <valid
password>
Password (repeat):
<valid password>
Should change
password on next
login: selected

Send activation mail:
Unselected

Active: Selected

Is two factor
authentication
enabled?: Unselected
Is lockout enabled ?:
Selected

Roles: Admin

Email address:
sneha.s@arisglobal.com
User Name:prevaladmin2
Set random address:
unselected

Should change password on
next login: selected

Send activation mail:
Unselected

Active: Selected

Is two factor authentication
enabled?: Unselected

Is lockout enabled ?:
Selected

Roles: Admin

AE

Chandrashekar
Naguvanahalli
Shankaregowda

04 May 2026 at 04:16 PM
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Navigate to Administration>>
Users, click on the Actions
button for the user as
mentioned in test data
column. Click on Unlock
option. *PS*
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column and a toast message
"Unlocked the user
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Perform create, update and
delete operation on any
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Step 26 Login to application with User Name: User is logged into the User Name: pvreuser1 Passed
reviewer user as shown in <pvrevuser> application.
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Step 28 Click on the Governance Stage: Pending User is having review Stage: Pending Review Passed

icon-Govern option for any
Organisation record which is
mapped having stage as
mentioned in test data
column and verify the Access
level for governance. *PS*
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access.
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Step 30

RR_CFR_ER_05: Click on
the Governance icon-Govern
option for the Reviewed
Organisation record having
stage as mentioned in test
data column and verify the
Access level for governance.
*pg*

Stage: Reviewed

Access Level is displayed as
Read Only for the user as
same user is not authorised
to perform governance
approve.

Stage: Reviewed
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Step 33 Click on User Account details | NA The SPORIFY application AE Passed
and click on Logout option. Log in page is displayed.
*PS*
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Step 34 Login to application with User Name: User is logged into the User Name: pvapuser1 Passed
approver user as shown in <pvappuser> application.
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Step 35 Navigate to Organisations>> | NA All organisation records of AE Passed
Source Lists, click on the the source list are displayed.
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Step 36 Click on the Governance Stage: Reviewed User is having approval Stage: Reviewed Passed

icon-Govern option for any
Organisation record which is
mapped having stage as
mentioned in test data
column and verify the Access
level for governance. *PS*

access.
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Step 37 RR_CFR_ER 03, Approval Options: Add e-Signature modal is Approval Options: Accept Passed

RR_CFR_CC_02: Click on
Status as mentioned in test
data. *PS*

Accept

displayed.
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Step 49

RR_CFR_ER_08: Navigate
to Administration>> Logs>>
Change Logs, enter in
activated user name as
mentioned in test data
column and refresh. *PS*

User: <prevaluser11>

Change Logs details for the
inactivated user also
displayed.

User Name: prevaladmin22
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Step 50

RR_CFR_CC_05: Do not
perform any activity in the
system as per the time set
for session time our as per
test data. Verify the session
times out after the time set in
test data. *PS*

Session Idle Timeout The session logs out

(seconds ): 300 automatically after the time

set in test data.

Session Idle Timeout
(seconds ): 300
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Step 52 Change the password and try | NA User is able to login to AE Passed
to login. application after changing
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