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Purpose

To verify the below user requirements:

FR_PASS_MNG_001: The system shall allow the user to view and manage password complexity, user lockout, two-factor login,

and session time out settings

Record the following
Product Name SPORIFY
Product Version 2026.1.0.0
Test Script Approval Status Approved
Execution Date 28 Apr 2026 at 04:56 PM
Execution Status Passed
Execution Approval Status Approved
Run Name[Run ID] Run_4-28 15-5-48[3124]

2. Pre-Requisites

1. Pre-Validation plan is approved
2. Tester to complete the required trainings on the application/product/system/ validation testing requirements.

3. ALM Access with respect to project shall be provided.
4. OQ shall be reviewed and approved for execution.

5. 1Q script is executed successfully

3. Test Conditions

Not Applicable
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4. Special Instructions

1. The tester shall capture, where possible, objective evidences of the input, the results such as change in status on the status
bar, and System generated values, message box, error messages etc., with the System Date and Time stamps of the execution.

2. Steps marked as *PS* shall capture screenshots relevant to that step along with System Date and Time stamps of the

execution.

3. The executor shall enter the ‘Actual Results’ column as “AE” which is an abbreviated for “As Expected” provided the result
matches the expected results

4. ‘NA’ in the Test Data Column represents that there is no Test Data applicable for that step.

5. Execution Environment

Validation
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6. Test Steps
Step No Procedure Steps Test Data Expected Results Actual Results Test Status
Step 1 Pre-requisite: User Name: All Pre-requisites are met. User Name: prevaluser77AG | Passed
1.User is available with <pvadminuser> with with permissions
Admin permission permissions Administration

2.Two Factor authentication
is enabled for the tenant at
host level. *PS*

Administration

AE

Saklen Sahil
28 Apr 2026 at 03:09 PM
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Step No Procedure Steps Test Data | Expected Results Actual Results Test Status

S SPORIFY

(.
g
5

Users EXPORT TO EXCEL <+ CREATE NEW USER
Organization units ¢
s prevaluser 774G
Roles

~ show advanced filters

Actions ~  User Name ~  Name v Surname

~  Roles ~  Email Address ~ Email Co.r Active ~ LastloginTime ~ Cre
togs [ & acrions - | prevaluser77AG | preval user77 Admin saklen sahil preval@arisglobal.c. 07,
Languages
Semings
Manage Systems
Tags
Resolution Status
Change Reasons
Darta Governance
Integrations 4 »
User Guides l4 || = |1 e el 50 v items per page 1-10f1items
Policies
SPORIFY 2026.1.0.C nterprise O Curren Timezone: (UTC+05:30) Chennai, Kolkata. Mumbai, New Delh
HQu QS eRAaEAaLCeBE TTOPOQ ~ e e 00
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Step No Procedure Steps Test Data | Expected Results Actual Results

Test Status

+

preval.sporify.eu/Applicatior

SPCRIFY

Z¥ Administration

Organization units
Roles
IR users
B Logs
Languages
Semings
L Manage Systems
W o
~ Resolution Status
= Change Reasons
B Data Governance

5% Integrations
E User Guides

O Policies

(1
jol
r
1
B
&
g °
®
1~
o[l
‘®
1

e AG\santhosh

Edit user: prevaluser77AG

USers manage users and f [@ EXPORT TO EXCEL <+ CREATE NEW USER
- User information ~ Roles @)

prevaluser77AG C
Admin

~ show advanced filters D Test Role

Actions ~ Userh. D User ~ Email Co.r Active ~ LastloginTime ~ Cre

[ & acrions - | ot I@arisgiobal.c.. B - 047,

CANCEL m

l4 | « |1 e | » 50w items per page 1-10of 1items

O Curren Timezone: (UTC+05:30) Chennai, Kolkata. Mumbai, New Delh

Ce B TP 0Q fer eam
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Step No Procedure Steps Test Data | Expected Results Actual Results Test Status

S SPORIFY x +

2% prevalsporify.eu/Application#l/host/tenants

PSRIFY °

’:;_; Tenants
Editions
Administration Actions ~  Tenancy Code Name v Name ~  Edition v Active ~  Creation Time v
A1-123 a-223 Enterprise 01/27/2026 -
User Guides
m AG Aris Global Enterprise 08/01/2023
Palicies Login as this tenant AGCHAT asd Standard 01/27/2026
Edit AGCHAT2 asd Standard 01/27/2026
Validation -
AGCS Chandrashekar NS Enterprise 05/10/2025
Features
AGDEV AGDEV Enterprise 05/13/2025
Delete
Agency Akram NCA 03/28/2023
Clear IP Whitelist
AGPERFAST AGPERFAST Enterprise 08/14/2025
Hniock AGPERFGK AGPERFGK Emerprise 08/14/2025
—

m AGSAN AGSAN Enterprise 10/23/2024
AGSAR] AGSARI Standard 11/25/2025 -

[E] “ 1 e > 50w items per page 1-48 of 48 items

SPORIFY 2026.1.0.0 v20260423-2 | IP-DAQ0D445 oCJ ent Timezone: (UTC+00:00) Dublin, Edinburgh, Lisbon. London
HQu . QadEeRaEafCe d TTOHOQ el Eae S0
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Step No

Procedure Steps

Test Data

| Expected Results

Actual Results

Test Status

S SPORIFY

+

preval.sporify.eu/Application#!/host/tenants

SPCRIFY

@ Tenants
Editions
Administration

E User Guides

O Policies

i Validation

HQr ~ddFEOH &

Features - Aris Global

Tenants Marageyourd [
= v

Search...

[C=e=] &
=== &7
l4 | 4 |1 " T

SPORIFY 2026.1.0.0
=

SPORIFY

i

L [

Administration
Change logs
Data Governance
Diagnostics
Integrations

¢
z

tive ~  Creation Time

[ ves | 0172712026
- v Veeva Vault
Languages E e
Organization units B 01/27/2026
security [ ves | 01/27/2026
v IP Whitelistin
. R £ E 051042025
v Single Sign On
v Two-factorauthentication (2FA) E 05/13/2025
Settings [ ves | 03/28/2023
Appearance E 08/14/2025
Tags
B 08/14/2025
Bespoke
USRS = ey
Interfaces B 11/25/2025
APl
Daily Credit (0 = unlimited)
¥ Inbound
- v Outbound
@ Current Timezone: (UTC+00:00) Dubl
=
A LCe B TP OO ~ o3

L 4

1-48 of 48 items

n. Edinburgh. Lisbon. London

3:08 PM

= ) e 4/28/2026
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Step No Procedure Steps Test Data | Expected Results Actual Results Test Status

=+

2% prevalsporify.eu,

SPTRIFY o

# Tenants

Editions

Administration Actions ~  Tenancy Code Name v  Name ~  Edition v

1123 2223 Enterprise
User Guides

~  Creation Time v

01/27/2026

>

m AG Aris Global Enterprise 08/01/2023
Policies & ACTIONS ~ AGCHA1 asd Standard 01/27/2026
m AGCHA12 asd Standard 01/27/2026

Validation
& ACTIONS ~ AGCS Chandrashekar N S Enterprise 05/10/2025
m AGDEV AGDEV Enterprise 05/13/2025
& ACTIONS ~ Agency Akram NCA 03/28/2023

08/14/2025

m AGPERFAST AGPERFAST Enterprise
m AGPERFGK AGPERFGK Emerprise

08/14/2025

E00E0EEEBBE0

m AGSAN AGSAN Enterprise 10/23/2024
m AGSAR] AGSARI Standard 11/25/2025 -
[E] “ 1 e > 50w items per page 1-48 of 48 items

SPORIFY 2026.1.0.0 v20260423-2 | IP-0ADDM45

HQr QO dEe@a

[
e
Y
®
€

BX%0 00 Ao raw 20
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Step No Procedure Steps Test Data Expected Results Actual Results Test Status
Step 2 Launch the SPORIFY URL: The SPORIFY application URL: Passed
application and enter the <https://preval.sporify. | homepage is displayed. https://preval.sporify.eu/Acco
details as mentioned in test eu/Account/Login> unt/Login

data column. Click on LOG

IN button. *PS*

Tenancy name :
<preval>

User name or email:
<pvadminuser>
Password: <Enter valid
password of the user>

Tenancy name : AG
User name or email:
prevaluser77AG

AE

Saklen Sahil
28 Apr 2026 at 03:10 PM
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Step No Procedure Steps Test Data | Expected Results Actual Results Test Status

HQr ~ddFEOH &

gl

PZRIFY

AG

Forgot password?

CREATE ACCOUNT | EMAIL ACTIVATION

2026 © Sporify by CorrlT

Ce BTS00 ~er e o
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Step No

Procedure Steps

Test Data | Expected Results

Actual Results

Test Status

e

=+

] 2% prevalsporify.eu/Application#l/tenan

SPTRIFY

EE Dashboard
Substances
Products
Referentials
Administration
User Guides
Policies

Validation

ZTQL O FEQOEE

Dashboard statistics and reports

MAPPING STATUS OVERVIEW

RESOLUTION STATUS OVERVIEW

Not Set
100%

SPORIFY 2026.1.0.0 v20260423-2 Enterprise

Not Set
100%

Substances
(5-5RS 143,335
ShS 64,023

Organisations

Organisations Available

TARGET SYSTEM UPDATES

Products

SPOR Products 286

PEEEES
SPOR Lists 163
SPOR Terms 118,067

All El SPOR RMS W SPOROMS L Substances ¥ Products

s
100 / \
. oy P

O current Timezone: (UTC+05:30) Chennai, Kalkata, Mumbai, New Delhi

A & = ) @

310 PM
4/28/2026
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Step No Procedure Steps Test Data Expected Results Actual Results Test Status
Step 3 FR_PASS MNG_001: NA The contents of the ‘Security’ | AE Passed
Navigate to Administration>> tab is displayed. This tab
Settings>> Security tab. *PS* contains the following Saklen Sanhil

sections:

1.Password Complexity
2.Enforce Password History
3.Password Expiration
4.User Lock Out

5.Two Factor Login

6.IP Whitelisting

7.Session Idle Timeout

28 Apr 2026 at 03:15 PM
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Step No Procedure Steps Test Data | Expected Results Actual Results Test Status

+

preval.sporify.eu/Application#!/tenant/settings

Settings m

Substances General Match Settings EMA Settings User management Security NCA Settings External Login Settings

Dashboard

Products

Password complexity
Referentials
Use default settings

& nistration v Minimum password length

6

Organization units
Maximum password lengt

Roles
12

Users

Logs

ase |etters in password

Languages

Use lower case letters in password

Use punctuations in passw vord

Manage Systems

Tags Enforce Password History

Resolution Status D Limit Password Reuse

Change Reasons ST A T 0 current Timezone: (UTC+05:30) Chennai, Kolkata, Mumbai, Mew Delh
am = -] g o] = 3:14 PM
an Q L= ab [i @ o E @ £ G (=3 ﬁ L% W g Q @ A~ @& 3 s 4/28/2026
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Step No Procedure Steps Test Data | Expected Results Actual Results Test Status

+

preval.sporify.eu/Applicatio enant/settings

I:‘ Limit Password Reuse

Dashboard _
Password Expiration
Substances D Enable Password Expiration
Products
User Lock Gut
Referentials Enable user account locking on failed login attempts
//:‘ nistration v

Organization units

Roles

Users [] Account is locked out until administrator unlocks it
Logs Two Factor Login

Languages Enable two factor user login.

Users will receive an authentication code to their registered email address

Allow to remember browser. If you allows this, users can select to remember browser to skip second time two factor login for the same browser.

Manage Systems

o5 IP Whitelisting
Resolution Status I:‘ Add trusted IP addresses or IP ranges from which your users can access your tenant account.

, ®

SPORIFY 2026.1.0.0 Enterprise O Curren: Timezone: (UTC+05:30) Chennai, Kalkata, Mumbai, New Deln

HQL Q¥ EOH & Ce B TP 0Q ~er eam

Change Reasons

o[l
8
@
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Step No Procedure Steps Test Data | Expected Results Actual Results Test Status

+

laximum number of failed login attemp ng the account
10
Dashboard
ou g du Aas secor
Substances 300
Products D Account is locked out until administrator unlocks it
Wi Al 8 aj
Referentials Two Factor Login
Enable two factor user login.

&’ ninistration Users will receive an authentication code to their registered email address

Allow to remember browser. If you allows this, users can select to remember browser te skip second time twe facter login for the same browser.
Organization units

Roles et et
IP Whitelisting
Users D Add trusted IP addresses or IP ranges from which your users can access your tenant account.
Logs
Lenguages Session Idle Timeout

Automatically Log Out User After A Set Period Of Inactivity

Manage Systems Duration of inactivity (Seconds)
1800
Tags

Resolution Status

A

Change Reasons SPORIFY 2026.1.0.0 v20260423-2 Ents O current Timezone: (UTC+05:30) Chennai, Kolkat, Mumba \z‘lzl‘l’ E
HQu QP EORAaEaLCe Bl "TOPOQ e EaE o
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Step No Procedure Steps Test Data Expected Results Actual Results Test Status
Step 4 Under the ‘Password NA The ‘Use default settings’ AE Passed
Complexity’ heading, checkbox is unchecked and
unselect the ‘Use default user can now make changes | Saklen Sahil
settings’ checkbox. *PS* to the ‘Password Complexity’ | 28 Apr 2026 at 03:16 PM
settings.

+

m 23 preval.sporify.eu/Application#!/tenant/settings

Dashboard
Substances General Match Settings EMA Settings User management Security NCA Settings External Login Settings
Products
Password complexity
Referentials
D Use default seftings
& m password length
6
Organization units
Max e
Roles
12
Users
Use numbers in password
Logs
I:‘ Use upper case letters in password
Langusges
Use lower case letters in password
|:| Use punctuations in password
Manage Systems
Tags Enforce Password History
Resolution Status I:‘ Limit Password Reuse
@ Curren: Timezone: (UTC+05:30) Chennai, Kolkata, Mumbai, New Delhi
R oY 3:16 PM
[ 1] ~ & 3 7 as 2/28/2026
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Step No Procedure Steps Test Data Expected Results Actual Results Test Status
Step 5 Configure the password Minimum password The ‘Password Complexity’ Minimum password length: 9 | Passed
settings as mentioned in test | length: 9 section of the ‘Security’ tab is | Maximum password length:
data column. *PS* Maximum password configured to reflect the listed | 15
length: 15 parameters. Use numbers in password:

Use numbers in
password: True

Use upper case letters
in password: True
Use lower case letters
in password: True
Use punctuations in
password: False

True

Use upper case letters in
password: True

Use lower case letters in
password: True

Use punctuations in
password: False

AE

Saklen Sahil
28 Apr 2026 at 03:17 PM
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Procedure Steps

Test Data | Expected Results

Actual Results

Test Status

+

preval.sporify.eu/Application#!/tenant/settings

Dashboard

Substances

Products

Referentials

nistration v

A A

Organization units
Roles
Users
Logs

Languages

Manage Systems
Tags
Resolution Status

Change Reasons

HQu RO

Settings

General Match Settings

Password complexity
I:‘ Use default settings

Minimum password length

Use numbers in password
Use upper case |etters in password
Use lower case letters in password

I:‘ Use punctuations in password

Enforce Password History
D Limit Password Reuse

SPORIFY 2026.1.0.C

nterprise

i[H

EMA Settings User management Security

NCA Settings External Login Settings

O Curren: Timezone: (UTC+05:30) Chennai, Kalkata, Mumbai, New Delh

AaLCe B TYHOO

~ & =2

3:17 PM

= ) e 4/28/2026
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Step No Procedure Steps

Test Data Expected Results Actual Results

Test Status

Step 6
*PS*

Click the ‘Save All' button. NA

The configuration is saved AE
and a toast reading ‘Saved
successfully’ appears. Saklen Sanhil

28 Apr 2026 at 03:18 PM

Passed

S SPORIFY x +

rify.eu/Application#!/tenant/settings

Settings
Dashboard
Substances General Match Settings
Products

Password complexity
Referentials
I:‘ Use default settings

& stration v Minimum password length
9
Organization units
Maximurm passwo iengt!
Roles
15
Users
Use numbers in password
Logs
Use upper case |etters in passwerd
Languages

Use lower case letters in password

I:‘ Use punctuations in password
Manage Systems

Tags Enforce Password History
D Limit Password Reuse

Resolution Status

Change Reasons

SPORIFY 2026. nterprise

HQu . QGadFEORa EafCe

EMA Settings

User management Security NCA Settings External Login Settings

3:18 PM
4/28/2026

A~ @& EF g e
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Step No Procedure Steps Test Data Expected Results Actual Results Test Status
Step 7 Click on User Account details | NA The ‘Change Password’ AE Passed
and click on ‘Change modal appears.
password’ option. *PS* Saklen Sanhil
28 Apr 2026 at 03:18 PM

=1 X +

rify.eu/Application#!/tenant/settings

. ¢5” Linked accounts
Settings
Dashboard £ Change password
~ @ Login attempts
Substances General Match Settings EMA Settings User management Security NCA Settings External Login Settings
S1, Change profile picture
Products

& My seltings

Password complexity
Referentials

I:‘ Use default settings <] Logout
Z2 Administration v Minimum password length
9
Organization units
Maximurm passwo iengt!
Roles is
Users
Use numbers in password
Logs
Use upper case |etters in passwerd
Languages

Use lower case letters in password

I:‘ Use punctuations in password

Manage Systems

Tags Enforce Password History

Resolution Status D Limit Password Reuse

SPORIFY 2026.1.0.0 v20260423-2 Enterprise O Curren: Timezone: (UTC+05:30) Chennai, Kolkata, Mumbai, New Delhi

HQL - QFIORHAEAaLCeE TP OQ ~er eam
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Step No Procedure Steps Test Data | Expected Results Actual Results Test Status

+

23 prevalsporify.eu/Application#l/tenant/settings

SPSRIFY o AG\prevaluser77AG

Change password

Settings show and chaf
Dashboard

& substances General Match Sg {gin Settings
@& products
Password complexi
Referentials
I:‘ Use default settings
& Administration v Minimum password lengtd
9
Organization units
Manimum password lengt CANCEL
Roles
15
Users
/" Use numbers in password
B Logs
/" Use upper case |etters in password
Languages
/" Use lower case letters in password
& Setings
I:‘ Use punctuations in password
L Manage Systems
W Tags Enforce Password History
+" Resolution Status D Limit Password Reuse
= Change Reasons R AT DT ST e 0 current Timezone: (UTC+05:30) Chennai, Kolkata, Mumbai, Mew Delh

I‘=O\L_-ﬂ-_loﬁi®q.ﬂ$gﬂ?e‘ﬁl_:wgo@ Ao B B BN

4/28/2026
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Step No Procedure Steps Test Data Expected Results Actual Results Test Status
Step 8 Enter the data for the fields Current Password: The data is entered as in test | AE Passed
as mentioned in test data <enter current data column.
column. *PS* password>
New Password: Saklen Sahil
<RjdsGtu57dz> 28 Apr 2026 at 03:19 PM
New Password
(Repeat):
<RjdsGtu57dz>

+

23 prevalsporify.eu/Application#l/tenant/settings

~ =
SPTRIFY © crrevaiuseTiac
Change password
Settings showand chaf Curren
Dashboard
Substances General Match Se [gin Settings
Products
Password complexi
Referentials
I:‘ Use default settings
Z2 Administration ~ Minimum password lengt|
9
Organization units
Roles
15
Users
/" Use numbers in password
Logs
/" Use upper case |etters in passwerd
Languages
/" Use lower case letters in password
'Lii" Semings
I:‘ Use punctuations in password
Manage Systems
Tags Enforce Password History
Resolution Status D Limit Password Reuse
Cnange Reasons SPORIFY 2026.1.0.0v2 O Curren: Timezone: (UTC+05:30) Chennai, Kalkata, Mumbai, New Delh
+ F i € B ¥ a = 202008
an Q L= ab E‘ @ a £ e e S W 0 @ A~ @& 3 s 4/28/2026
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Step No

Procedure Steps

Test Data

Expected Results

Actual Results

Test Status

Step 9

Click the ‘Save’ button. *PS*

NA

and a toast reading ‘Your
password has changed
successfully’ appears.

The new password is saved

AE

Saklen Sahil
28 Apr 2026 at 03:21 PM

Passed

S SPORIFY

PZRIFY

Dashboard
Substances
Products

Referentials

¥

Organization units
Roles
Users
Logs

Languages

Manage Systems
Tags
Resolution Status

Change Reasons

HQrL @@ RFeHaE

stration v

+

rify.eu/Application#!/tenant/settings

Settings

General Match Settings EMA Settings

Password complexity
I:‘ Use default settings

Minimum password length

Use numbers in password
Use upper case |etters in passwerd
Use lower case letters in password

I:‘ Use punctuations in password

Enforce Password History

D Limit Password Reuse

SPORIFY 2026 nterprise

[l
&
)

User management Security

NCA Settings

External Login Settings

~ & =2

3:20 PM
4/28/2026

2 ) &e
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Step No

Procedure Steps

Test Data Expected Results

Actual Results

Test Status

Step 10

Click on User Account details
and click on Logout option.
*PS*

NA The SPORIFY application

Log in page is displayed.

AE

Saklen Sahil
28 Apr 2026 at 03:23 PM

Passed

=

PZRIFY

Dashboard
Substances
Products

Referentials

¥

Organization units
Roles
Users
Logs

Languages

Manage Systems
Tags
Resolution Status

Change Reasons

HQu m@gFRFeR A E a

¥ Administration v

+

rify.eu/Application#!/tenant/settings

Settings

General Match Settings EMA Settings

Password complexity

I:‘ Use default settings

Minimum password length

Use numbers in password
Use upper case |etters in passwerd
Use lower case letters in password

I:‘ Use punctuations in password

Enforce Password History

D Limit Password Reuse

SPORIFY 2026.1.0.0 v20260

2 Enterprise

€5 Linked accounts

£ Change password

User management Security NCA Settings External Login Settings
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Step 12 Navigate to Administration>> | NA The contents of the ‘Security’ | AE Passed

Settings>> Security tab. *PS* tab is displayed.
Saklen Sanhil
28 Apr 2026 at 03:26 PM

+

23 prevalsporify.eu/Application#l/tenant/settings

S Settings m

Organization units

Y
2t

General Match Settings EMA Settings User management Security NCA Settings External Login Settings

Roles
Users .

Password complexity
Logs I:‘ Use default settings
Languages Minimum password length

9
MB’EgE SRSZEWS laximurn passv iengt!

15

Tags

Use numbers in password
Resolution Status

Use upper case |etters in passwerd

Change Reasons

Use lower case letters in password
Data Governance

I:‘ Use punctuations in password

Integrations
User Guides Enforce Password History
D Limit Password Reuse
Policies
nterprise O Current Timezene: (UTC+05:30) Chennai, Kolkata, Mumbai, New Delh

AR - 1] g a1 = 3:26 PM
[ [ | - C = — L = 4/2B/3026

Q u R JON > I dALCe B TP OO ~® Q3 Fne

Document Classification: Confidential




Document Type

OQ Script

PEERIFY | Project SPORIFY
Document Version 1.0
Document Name AG_SPOR_2026.1.0.0_0OQ_Security_Management | Page Page 30 of 86
Step No Procedure Steps Test Data Expected Results Actual Results Test Status
Step 13 Under the ‘Enforce Password | NA The ‘Limit Password Reuse’ AE Passed
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Step 16 Click on User Account details | NA The ‘Change Password’ AE Passed
and click on ‘Change modal appears.
password’ option. *PS* Saklen Sanhil
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Step 17 Enter the data for the fields Current Password: Data is entered for the fields. | AE Passed
as mentioned in test data <enter current
column. *PS* password>
New Password: Saklen Sahil
<RjdsGtu57dz5315> 28 Apr 2026 at 03:35 PM
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(Repeat):
<RjdsGtu57dz5315>
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Step 18 Click the ‘Save’ button. *PS* | NA The new password is saved AE Passed

and a toast reading ‘Your
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successfully’ appears. 28 Apr 2026 at 03:35 PM
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Step 19 Click on User Account details | NA The ‘Change Password’ AE Passed
and click on ‘Change modal appears.
password’ option. *PS* Saklen Sanhil
28 Apr 2026 at 03:35 PM
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Step 20 Enter the data for the fields Current Password: Data is entered for the fields. | AE Passed
as mentioned in test data <RjdsGtu57dz5315>
column. *PS* New Password: Saklen Sanhil
<Test12345> 28 Apr 2026 at 03:39 PM
New Password
(Repeat): <Test12345>
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Click the ‘Save’ button. *PS*
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Step 22 Click on User Account details | NA The ‘Change Password’ AE Passed
and click on ‘Change modal appears.
password’ option. *PS* Saklen Sanhil
28 Apr 2026 at 03:41 PM
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Step 23 Enter the data for the fields Current Password: Data is entered for the fields. | AE Passed
as mentioned in test data <Test12345>
column. *PS* New Password: Enter Saklen Sanhil

previously set
password
<RjdsGtu57dz5315>
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(Repeat): Enter
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<RjdsGtu57dz5315>
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Step 24 Click the ‘Save’ button. *PS* | NA A message ‘New password AE Passed
must be different than last 2
passwords’ is displayed and | Saklen Sahil

user cannot reuse a
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Step 25 Click the ‘Ok’ button. *PS* NA The message is closed. AE Passed
Saklen Sahil

28 Apr 2026 at 03:43 PM

+

23 prevalsporify.eu/Application#l/tenant/settings

SPCRIFY

Organization units
Roles

Users

Logs
Languages
ﬁi" Semings
L Manage Systems
W o

+ Resolution Status
= Change Reasons
B Data Governance

22 Integrations
E User Guides
C‘ Policies

B Vvalidation

HQr . ddFEOH &

Change password

Settings showand chaf C.

General Match Se [gin Settings

Password complexi

I:‘ Use default settings

Minimum password lengt]

9

Maximurm password lengt

15

/" Use numbers in password
/" Use upper case |etters in passwerd
/" Use lower case letters in password

I:‘ Use punctuations in password

Enforce Password History

/" Limit Password Reuse

SPORIFY 2

igggﬁﬁwagof@ A"'E@qn)@‘v:;ig;

Document Classification: Confidential




Document Type OQ Script
PEERIFY | Project SPORIFY
Document Version 1.0
Document Name AG_SPOR_2026.1.0.0_0OQ_Security_Management | Page Page 49 of 86
Step No Procedure Steps Test Data Expected Results Actual Results Test Status
Step 26 Enter the data for the fields Current Password: Data is entered for the fields. | AE Passed
as mentioned in test data <Test12345>
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Step 28 Click on User Account details | NA The ‘Change Password’ AE Passed
and click on ‘Change modal appears.
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Step 29 Enter the data for the fields Current Password: Data is entered for the fields. | AE Passed
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Step 30 Click the ‘Save’ button. *PS* | NA The inserted password is AE Passed
saved and a toast reading
‘Your password has changed | Saklen Sahil

successfully’ appears,
verifying that after using 2
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can reuse an old password.
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Step 31 Under the ‘User Lock Out’ NA The ‘Enable user account AE Passed
heading of the ‘Security’ tab, locking on failed login
select the ‘Enable user attempts’ checkbox is Saklen Sanhil

account locking on failed
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Step 32 Enter the data for the field as | Maximum number of Data is entered for the field. Maximum number of failed Passed
mentioned in test data failed login attempt login attempt count before
column. *PS* count before locking locking the account: 3
the account: 3 AE
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Step 33 Unselect the ‘Account is NA The ‘Account is locked out AE Passed

locked out until administrator
unlocks it’ checkbox. *PS*
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Step 35 Click the ‘Save All’ button. NA The configuration is saved AE Passed
*PS* and a toast reading ‘Saved
successfully’ appears. Saklen Sanhil
28 Apr 2026 at 04:05 PM
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Step 36 Click on User Account details | NA The SPORIFY application AE Passed

and click on Logout option. Log in page is displayed.
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28 Apr 2026 at 04:06 PM
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Step 37 Enter the details as Tenancy name : A message ‘Login failed! Tenancy name : AG Passed
mentioned in test data <preval> Invalid user name or User name or email:

column with wrong
password. Click on LOG IN
button. *PS*

<pvadminuser>
Password: <Enter
wrong password>

User name or email:

password’ appears.

prevaluser77AG
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Step 38 Click the ‘Ok’ button. *PS* NA The message closes. AE Passed
Saklen Sanhil
28 Apr 2026 at 04:09 PM
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Step 39 Enter the details as Tenancy name : A message ‘Login failed! Tenancy name : AG Passed
mentioned in test data <preval> Invalid user name or User name or email:

column with wrong User name or email: password’ appears. prevaluser77AG
password. Click on LOG IN <pvadminuser> AE
button. *PS* Password: <Enter
wrong password>
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Step 40 Click the ‘Ok’ button. *PS* NA The message closes. AE Passed
Saklen Sanhil
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Step 41 Enter the details as Tenancy name : A message ‘Login failed! The | Tenancy name : AG Passed
mentioned in test data <preval> user account has been User name or email:

column with wrong
password. Click on LOG IN
button. *PS*

User name or email:

<pvadminuser>
Password: <Enter

locked out. Please try again
later’ appears.
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Step 42 Wait for 200 seconds and Tenancy name : The SPORIFY application Tenancy name : AG Passed
login to SPORIFY using the <preval> homepage is displayed. User name or email:

correct password. *PS*

User name or email:
<pvadminuser>
Password: <Enter
wrong password>

prevaluser77AG
AE
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Step 43 Navigate to Administration>> | NA The contents of the ‘Security’ | AE Passed

Settings>> Security tab. *PS* tab is displayed.
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Step 44 Under the “Two Factor Login’ | NA The ‘Enable two factor user AE Passed
heading of the ‘Security’ tab, login’ checkbox is selected
select the ‘Enable two factor and the ‘Allow to remember Saklen Sanhil

user login’ checkbox. *PS*

browser. If you allow this,
users can select to
remember browser to skip
second time two factor login
for the same browser’
checkbox appears.
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User Lock Gut

R Enable user account locking on failed login attempts
Organization units

Manimurm number of failed login attempt count before lacking the account
Roles 3
Users
Account locking duration (as seconds)
Logs 200
Languages

D Account is locked out until administrator unlocks it

Two Factor Login
Manage Systems Enable two factor user login.
Tags Users will receive an authentication code to their registered email address

Resolution Status Allow to remember browser. If you allows this, users can select to remember browser to skip second time twe factor login for the same browser.
Change Reasons

IP Whitelisting
Data Governance R
D Add trusted IP addresses or IP ranges from which your users can access your tenant account.

Integrations
User Guides Session Idle Timeout
D Automatically Log Out User After A Set Period Of Inactivity
Policies
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Step 45 Click the ‘Save All’ button. NA The configuration is saved AE Passed
*PS* and a toast reading ‘Saved
successfully’ appears. Saklen Sanhil
28 Apr 2026 at 04:20 PM

S SPORIFY x +

rify.eu/Application#!/tenant/settings

[N
Qi
o

Organization units

General Match Settings EMA Settings User management Security NCA Settings External Login Settings

Roles
Users .

Password complexity
Logs I:‘ Use default settings
Languages Minimum password length

9
Manage Systems Maximurn password leng

15

Tags

Use numbers in password
Resolution Status

Use upper case |etters in passwerd

Change Reasons

Use lower case letters in password
Data Governance

I:‘ Use punctuations in password

Integrations
User Guides Enforce Password History
Limit Password Reuse
Policies
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Step 46 Under the ‘Session Idle NA The ‘Automatically Log Out AE Passed

Timeout’ heading, select the User After A Set Period Of

‘Automatically Log Out User Inactivity’ checkbox is Saklen Sanhil

After A Set Period Of selected and the ‘Duration of | 28 Apr 2026 at 04:21 PM

Inactivity’ checkbox. *PS* inactivity (Seconds)' field

appears.

+

s preval.sporify.eu/Application#l/tenant/settings

User Lock Out
&¥ Administration Enable user account locking on failed login attempts
Organization units
Roles
Users
Logs

I:‘ Account is locked out until administrator unlocks it

Languages

Two Factor Login

Enable two factor user login.
Manage Systems Users will receive an authentication code to their registered email address

Tags Allow to remember browser. If you allows this, users can select to remember browser to skip second time two factor login for the same browser.

Resolution Status
Whitalictin

IP Whitelisting

Change Reasons X

I:‘ Add trusted IP addresses or IP ranges from which your users can access your tenant account.

Data Governance

Integrations _ . .
Session Idle Timeout
User Guides I:‘ Automatically Log Out User After A Set Period Of Inactivity
Policies
@
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Test Status

+

Maximumm number of failed login attempt co = locking the account
3
& tration v
AcCcoul OCKINg duration (as second
Organization units
200
Roles
D Account is locked out until administrator unlocks it
Users .
Two Factor Login
Logs .
Enable two factor user login.
Lenguages Users will receive an authentication code to their registered email address

Allow to remember browser. If you allows this, users can select to remember browser te skip second time twe facter login for the same browser.

Manage Systems
~ IP Whitelisting
ags
D Add trusted IP addresses or IP ranges from which your users can access your tenant account.
Resolution Status

Change Reasons -~
Session Idle Timeout
Data Governance R s
Automatically Log Out User After A Set Period Of Inactivity

Incegrations Duration of inactivity (Seconds
1200

User Guides

Policies

@
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Step 47 Enter the data for the field as | Duration of inactivity Data is entered. Duration of inactivity Passed

mentioned in test data
column. *PS*

(Seconds): 400

(Seconds): 400
AE

Saklen Sahil
28 Apr 2026 at 04:21 PM

+

Organization units
Roles

Users

Logs

Languages

Manage Systems
Tags

Resolution Status
Change Reasons

Data Governance

Integrations
User Guides
Policies

HQu “Qd =

D Account is locked out until administrator unlocks it
Two Factor Login
Enable two factor user login.
Users will receive an authentication code to their registered email address

Allow to remember browser. If you allows this, users can select to remember browser to skip second time twe factor login for the same browser.

IP Whitelisting

D Add trusted IP addresses or IP ranges from which your users can access your tenant account.
Session Idle Timeout

Automatically Log Out User After A Set Period Of Inactivity
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Step 48 Click the ‘Save All’ button. NA The configuration is saved AE Passed
*PS* and a toast reading ‘Saved
successfully’ appears. Saklen Sanhil
28 Apr 2026 at 04:22 PM

S SPORIFY x +

rify.eu/Application#!/tenant/settings
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Organization units

General Match Settings EMA Settings User management Security NCA Settings External Login Settings

Roles
Users .

Password complexity
Logs I:‘ Use default settings
Languages Minimum password length

9
Manage Systems Maximurn password leng

15

Tags

Use numbers in password
Resolution Status

Use upper case |etters in passwerd

Change Reasons

Use lower case letters in password
Data Governance

I:‘ Use punctuations in password

Integrations
User Guides Enforce Password History
Limit Password Reuse
Policies
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Step 49 Stop utilizing SPORIFY NA The session in SPORIFY is AE Passed
application for 400 seconds. timed out and the user is
prompted to login again. Saklen Sanhil

*PS*

28 Apr 2026 at 04:55 PM
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