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1.     Purpose 

 

To verify the below user requirements: 

FR_PASS_MNG_001: The system shall allow the user to view and manage password complexity, user lockout, two-factor login, 

and session time out settings 

 

Record the following 

 

Product Name SPORIFY 

Product Version 2026.1.0.0 

Test Script Approval Status Approved 

Execution Date 28 Apr 2026 at 04:56 PM 

Execution Status Passed 

Execution Approval Status Approved 

Run Name[Run ID] Run_4-28_15-5-48[3124] 

 

2.     Pre-Requisites 

 

1. Pre-Validation plan is approved 

2. Tester to complete the required trainings on the application/product/system/ validation testing requirements. 

3. ALM Access with respect to project shall be provided. 

4. OQ shall be reviewed and approved for execution. 

5. IQ script is executed successfully 

 

3.     Test Conditions 

 

Not Applicable 
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4.     Special Instructions 

 

1. The tester shall capture, where possible, objective evidences of the input, the results such as change in status on the status 

bar, and System generated values, message box, error messages etc., with the System Date and Time stamps of the execution. 

2. Steps marked as *PS* shall capture screenshots relevant to that step along with System Date and Time stamps of the 

execution. 

3. The executor shall enter the ‘Actual Results’ column as “AE” which is an abbreviated for “As Expected” provided the result 

matches the expected results 

4. ‘NA’ in the Test Data Column represents that there is no Test Data applicable for that step. 

 

5.     Execution Environment 

 

Validation 
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6.     Test Steps 

 

Step No Procedure Steps Test Data Expected Results Actual Results Test Status 

Step 1 Pre-requisite: 

1.User is available with 

Admin permission 

2.Two Factor authentication 

is enabled for the tenant at 

host level. *PS* 

User Name: 

<pvadminuser> with 

permissions 

Administration 

All Pre-requisites are met. User Name: prevaluser77AG 

with permissions 

Administration 

AE 

 

 

Saklen Sahil 

28 Apr 2026 at 03:09 PM 

Passed 
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Step No Procedure Steps Test Data Expected Results Actual Results Test Status 
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Step No Procedure Steps Test Data Expected Results Actual Results Test Status 
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Step No Procedure Steps Test Data Expected Results Actual Results Test Status 
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Step No Procedure Steps Test Data Expected Results Actual Results Test Status 
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Step No Procedure Steps Test Data Expected Results Actual Results Test Status 
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Step No Procedure Steps Test Data Expected Results Actual Results Test Status 

Step 2 Launch the SPORIFY 

application and enter the 

details as mentioned in test 

data column. Click on LOG 

IN button. *PS* 

URL: 

<https://preval.sporify.

eu/Account/Login> 

Tenancy name : 

<preval> 

User name or email: 

<pvadminuser> 

Password: <Enter valid 

password of the user> 

The SPORIFY application 

homepage is displayed. 

URL: 

https://preval.sporify.eu/Acco

unt/Login 

Tenancy name : AG 

User name or email: 

prevaluser77AG 

AE 

 

Saklen Sahil 

28 Apr 2026 at 03:10 PM 

Passed 
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Step No Procedure Steps Test Data Expected Results Actual Results Test Status 
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Step No Procedure Steps Test Data Expected Results Actual Results Test Status 
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Step No Procedure Steps Test Data Expected Results Actual Results Test Status 

Step 3 FR_PASS_MNG_001: 

Navigate to Administration>> 

Settings>> Security tab. *PS* 

NA The contents of the ‘Security’ 

tab is displayed. This tab 

contains the following 

sections: 

1.Password Complexity 

2.Enforce Password History 

3.Password Expiration 

4.User Lock Out 

5.Two Factor Login 

6.IP Whitelisting 

7.Session Idle Timeout 

AE 

 

Saklen Sahil 

28 Apr 2026 at 03:15 PM 

Passed 
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Step No Procedure Steps Test Data Expected Results Actual Results Test Status 
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Step No Procedure Steps Test Data Expected Results Actual Results Test Status 
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Step No Procedure Steps Test Data Expected Results Actual Results Test Status 
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Step No Procedure Steps Test Data Expected Results Actual Results Test Status 

Step 4 Under the ‘Password 

Complexity’ heading, 

unselect the  ‘Use default 

settings’ checkbox. *PS* 

NA The ‘Use default settings’ 

checkbox is unchecked and 

user can now make changes 

to the ‘Password Complexity’ 

settings. 

AE 

 

Saklen Sahil 

28 Apr 2026 at 03:16 PM 

Passed 
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Step No Procedure Steps Test Data Expected Results Actual Results Test Status 

Step 5 Configure the password 

settings as mentioned in test 

data column. *PS* 

Minimum password 

length: 9 

Maximum password 

length: 15 

Use numbers in 

password: True 

Use upper case letters 

in password: True 

Use lower case letters 

in password: True 

Use punctuations in 

password: False 

The ‘Password Complexity’ 

section of the ‘Security’ tab is 

configured to reflect the listed 

parameters. 

Minimum password length: 9 

Maximum password length: 

15 

Use numbers in password: 

True 

Use upper case letters in 

password: True 

Use lower case letters in 

password: True 

Use punctuations in 

password: False 

AE 

 

Saklen Sahil 

28 Apr 2026 at 03:17 PM 

Passed 
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Step No Procedure Steps Test Data Expected Results Actual Results Test Status 
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Step No Procedure Steps Test Data Expected Results Actual Results Test Status 

Step 6 Click the ‘Save All’ button. 

*PS* 

NA The configuration is saved 

and a toast reading ‘Saved 

successfully’ appears. 

AE 

 

Saklen Sahil 

28 Apr 2026 at 03:18 PM 

Passed 
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Step No Procedure Steps Test Data Expected Results Actual Results Test Status 

Step 7 Click on User Account details 

and click on ‘Change 

password’ option. *PS* 

NA The ‘Change Password’ 

modal appears. 

AE 

 

Saklen Sahil 

28 Apr 2026 at 03:18 PM 

Passed 
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Step No Procedure Steps Test Data Expected Results Actual Results Test Status 
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Step No Procedure Steps Test Data Expected Results Actual Results Test Status 

Step 8 Enter the data for the fields 

as mentioned in test data 

column. *PS* 

Current Password: 

<enter current 

password> 

New Password: 

<RjdsGtu57dz> 

New Password 

(Repeat): 

<RjdsGtu57dz> 

The data is entered as in test 

data column. 

AE 

 

 

Saklen Sahil 

28 Apr 2026 at 03:19 PM 

Passed 
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Step No Procedure Steps Test Data Expected Results Actual Results Test Status 

Step 9 Click the ‘Save’ button. *PS* NA The new password is saved 

and a toast reading ‘Your 

password has changed 

successfully’ appears. 

AE 

 

Saklen Sahil 

28 Apr 2026 at 03:21 PM 

Passed 
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Step No Procedure Steps Test Data Expected Results Actual Results Test Status 

Step 10 Click on User Account details 

and click on Logout option. 

*PS* 

NA The SPORIFY application 

Log in page is displayed. 

AE 

 

Saklen Sahil 

28 Apr 2026 at 03:23 PM 

Passed 
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Step No Procedure Steps Test Data Expected Results Actual Results Test Status 
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Step No Procedure Steps Test Data Expected Results Actual Results Test Status 

Step 11 Enter the details as 

mentioned in test data 

column. Click on LOG IN 

button. *PS* 

Tenancy name : 

<preval> 

User name or email: 

<pvadminuser> 

Password: <Enter valid 

new password of the 

user> 

The SPORIFY application 

homepage is displayed. 

Tenancy name : AG 

User name or email: 

prevaluser77AG 

AE 

 

 

Saklen Sahil 

28 Apr 2026 at 03:26 PM 

Passed 
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Step No Procedure Steps Test Data Expected Results Actual Results Test Status 
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Step No Procedure Steps Test Data Expected Results Actual Results Test Status 

Step 12 Navigate to Administration>> 

Settings>> Security tab. *PS* 

NA The contents of the ‘Security’ 

tab is displayed. 

AE 

 

Saklen Sahil 

28 Apr 2026 at 03:26 PM 

Passed 
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Step No Procedure Steps Test Data Expected Results Actual Results Test Status 

Step 13 Under the ‘Enforce Password 

History’ heading of the 

‘Security’ tab, select the 

‘Limit Password Reuse’ 

checkbox. *PS* 

NA The ‘Limit Password Reuse’ 

checkbox is checked and  

‘The number of unique new 

passwords that must be 

associated with a user 

account before an old 

password can be reused’ 

field appears. 

AE 

 

Saklen Sahil 

28 Apr 2026 at 03:28 PM 

Passed 
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Step No Procedure Steps Test Data Expected Results Actual Results Test Status 
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Step No Procedure Steps Test Data Expected Results Actual Results Test Status 

Step 14 Enter the value for the field 

as mentioned in test data 

column. *PS* 

The number of unique 

new passwords that 

must be associated 

with a user account 

before an old 

password can be 

reused: 2 

Data is entered as mentioned 

in test data column. 

The number of unique new 

passwords that must be 

associated with a user 

account before an old 

password can be reused: 2 

AE 

 

Saklen Sahil 

28 Apr 2026 at 03:28 PM 

Passed 
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Step No Procedure Steps Test Data Expected Results Actual Results Test Status 
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Step No Procedure Steps Test Data Expected Results Actual Results Test Status 

Step 15 Click the ‘Save All’ button. 

*PS* 

NA The configuration is saved 

and a toast reading ‘Saved 

successfully’ appears. 

AE 

 

Saklen Sahil 

28 Apr 2026 at 03:29 PM 

Passed 
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Step No Procedure Steps Test Data Expected Results Actual Results Test Status 

Step 16 Click on User Account details 

and click on ‘Change 

password’ option. *PS* 

NA The ‘Change Password’ 

modal appears. 

AE 

 

Saklen Sahil 

28 Apr 2026 at 03:29 PM 

Passed 
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Step No Procedure Steps Test Data Expected Results Actual Results Test Status 
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Step No Procedure Steps Test Data Expected Results Actual Results Test Status 

Step 17 Enter the data for the fields 

as mentioned in test data 

column. *PS* 

Current Password: 

<enter current 

password> 

New Password: 

<RjdsGtu57dz5315> 

New Password 

(Repeat): 

<RjdsGtu57dz5315> 

Data is entered for the fields. AE 

 

 

Saklen Sahil 

28 Apr 2026 at 03:35 PM 

Passed 
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Step No Procedure Steps Test Data Expected Results Actual Results Test Status 

Step 18 Click the ‘Save’ button. *PS* NA The new password is saved 

and a toast reading ‘Your 

password has changed 

successfully’ appears. 

AE 

 

Saklen Sahil 

28 Apr 2026 at 03:35 PM 

Passed 
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Step No Procedure Steps Test Data Expected Results Actual Results Test Status 

Step 19 Click on User Account details 

and click on ‘Change 

password’ option. *PS* 

NA The ‘Change Password’ 

modal appears. 

AE 

 

Saklen Sahil 

28 Apr 2026 at 03:35 PM 

Passed 
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Step No Procedure Steps Test Data Expected Results Actual Results Test Status 
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Step No Procedure Steps Test Data Expected Results Actual Results Test Status 

Step 20 Enter the data for the fields 

as mentioned in test data 

column. *PS* 

Current Password: 

<RjdsGtu57dz5315> 

New Password: 

<Test12345> 

New Password 

(Repeat): <Test12345> 

Data is entered for the fields. AE 

 

Saklen Sahil 

28 Apr 2026 at 03:39 PM 

Passed 
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Step No Procedure Steps Test Data Expected Results Actual Results Test Status 

Step 21 Click the ‘Save’ button. *PS* NA The new password is saved 

and a toast reading ‘Your 

password has changed 

successfully’ appears. 

AE 

 

Saklen Sahil 

28 Apr 2026 at 03:41 PM 

Passed 
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Step No Procedure Steps Test Data Expected Results Actual Results Test Status 

Step 22 Click on User Account details 

and click on ‘Change 

password’ option. *PS* 

NA The ‘Change Password’ 

modal appears. 

AE 

 

Saklen Sahil 

28 Apr 2026 at 03:41 PM 

Passed 
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Step No Procedure Steps Test Data Expected Results Actual Results Test Status 
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Step No Procedure Steps Test Data Expected Results Actual Results Test Status 

Step 23 Enter the data for the fields 

as mentioned in test data 

column.  *PS* 

Current Password: 

<Test12345> 

New Password: Enter 

previously set 

password 

<RjdsGtu57dz5315> 

New Password 

(Repeat): Enter 

previously set 

password 

<RjdsGtu57dz5315> 

Data is entered for the fields. AE 

 

Saklen Sahil 

28 Apr 2026 at 03:43 PM 

Passed 
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Step No Procedure Steps Test Data Expected Results Actual Results Test Status 
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Step No Procedure Steps Test Data Expected Results Actual Results Test Status 

Step 24 Click the ‘Save’ button. *PS* NA A message ‘New password 

must be different than last 2 

passwords’ is displayed and 

user cannot reuse a 

previously set password. 

AE 

 

Saklen Sahil 

28 Apr 2026 at 03:43 PM 

Passed 
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Step No Procedure Steps Test Data Expected Results Actual Results Test Status 

Step 25 Click the ‘Ok’ button. *PS* NA The message is closed. AE 

 

Saklen Sahil 

28 Apr 2026 at 03:43 PM 

Passed 
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Step No Procedure Steps Test Data Expected Results Actual Results Test Status 

Step 26 Enter the data for the fields 

as mentioned in test data 

column.  *PS* 

Current Password: 

<Test12345> 

New Password: 

<UniquePassword2> 

New Password 

(repeat): 

<UniquePassword2> 

Data is entered for the fields. AE 

 

Saklen Sahil 

28 Apr 2026 at 03:45 PM 

Passed 
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Step No Procedure Steps Test Data Expected Results Actual Results Test Status 

Step 27 Click the ‘Save’ button. *PS* NA The new password is saved 

and a toast reading ‘Your 

password has changed 

successfully’ appears. 

AE 

 

Saklen Sahil 

28 Apr 2026 at 03:45 PM 

Passed 
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Step No Procedure Steps Test Data Expected Results Actual Results Test Status 

Step 28 Click on User Account details 

and click on ‘Change 

password’ option. *PS* 

NA The ‘Change Password’ 

modal appears. 

AE 

 

Saklen Sahil 

28 Apr 2026 at 03:45 PM 

Passed 

 



 
Project SPORIFY 

Document Type OQ Script 

Document Version 1.0 

Document Name AG_SPOR_2026.1.0.0_OQ_Security_Management Page Page 52 of 86 

 

Document Classification: Confidential 
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Step No Procedure Steps Test Data Expected Results Actual Results Test Status 

Step 29 Enter the data for the fields 

as mentioned in test data 

column.  *PS* 

Current Password: 

<UniquePassword2> 

New Password: Enter 

first set password 

<RjdsGtu57dz5315> 

New Password 

(Repeat): Enter first 

set password 

<RjdsGtu57dz5315> 

Data is entered for the fields. AE 

 

Saklen Sahil 

28 Apr 2026 at 03:46 PM 

Passed 
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Step No Procedure Steps Test Data Expected Results Actual Results Test Status 

Step 30 Click the ‘Save’ button. *PS* NA The inserted password is 

saved and a toast reading 

‘Your password has changed 

successfully’ appears, 

verifying that after using 2 

unique passwords, the user 

can reuse an old password. 

AE 

 

Saklen Sahil 

28 Apr 2026 at 03:47 PM 

Passed 
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Step No Procedure Steps Test Data Expected Results Actual Results Test Status 

Step 31 Under the ‘User Lock Out’ 

heading of the ‘Security’ tab, 

select the ‘Enable user 

account locking on failed 

login attempts’ checkbox. 

*PS* 

NA The ‘Enable user account 

locking on failed login 

attempts’ checkbox is 

selected and the ‘Maximum 

number of failed login 

attempt count before locking 

the account’ field appears. 

AE 

 

Saklen Sahil 

28 Apr 2026 at 03:48 PM 

Passed 
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Step No Procedure Steps Test Data Expected Results Actual Results Test Status 

Step 32 Enter the data for the field as 

mentioned in test data 

column. *PS* 

Maximum number of 

failed login attempt 

count before locking 

the account: 3 

Data is entered for the field. Maximum number of failed 

login attempt count before 

locking the account: 3 

AE 

 

Saklen Sahil 

28 Apr 2026 at 03:49 PM 

Passed 
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Step No Procedure Steps Test Data Expected Results Actual Results Test Status 

Step 33 Unselect the ‘Account is 

locked out until administrator 

unlocks it’ checkbox. *PS* 

NA The ‘Account is locked out 

until administrator unlocks it’ 

checkbox is unchecked and 

the ‘Account locking duration 

(as seconds)’ field appears. 

AE 

 

Saklen Sahil 

28 Apr 2026 at 04:03 PM 

Passed 
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Step 34 Enter the data for the field as 

mentioned in test data 

column. *PS* 

200 Data is entered for the field. 

(200). 

200 
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Step 35 Click the ‘Save All’ button. 

*PS* 

NA The configuration is saved 

and a toast reading ‘Saved 

successfully’ appears. 

AE 
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Passed 
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Step No Procedure Steps Test Data Expected Results Actual Results Test Status 

Step 36 Click on User Account details 

and click on Logout option. 

*PS* 

NA The SPORIFY application 

Log in page is displayed. 

AE 
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Step 37 Enter the details as 

mentioned in test data 

column with wrong 

password. Click on LOG IN 

button. *PS* 

Tenancy name : 

<preval> 

User name or email: 

<pvadminuser> 

Password: <Enter 

wrong password> 

A message ‘Login failed! 

Invalid user name or 

password’ appears. 

Tenancy name : AG 

User name or email: 

prevaluser77AG 

AE 
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28 Apr 2026 at 04:09 PM 

Passed 
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Step No Procedure Steps Test Data Expected Results Actual Results Test Status 

Step 38 Click the ‘Ok’ button. *PS* NA The message closes. AE 
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Passed 
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Step No Procedure Steps Test Data Expected Results Actual Results Test Status 

Step 39 Enter the details as 

mentioned in test data 

column with wrong 

password. Click on LOG IN 

button. *PS* 

Tenancy name : 

<preval> 

User name or email: 

<pvadminuser> 

Password: <Enter 

wrong password> 

A message ‘Login failed! 

Invalid user name or 

password’ appears. 

Tenancy name : AG 

User name or email: 

prevaluser77AG 

AE 

 

 

Saklen Sahil 

28 Apr 2026 at 04:10 PM 

Passed 
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Step No Procedure Steps Test Data Expected Results Actual Results Test Status 

Step 40 Click the ‘Ok’ button. *PS* NA The message closes. AE 

 

Saklen Sahil 

28 Apr 2026 at 04:10 PM 

Passed 
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Step No Procedure Steps Test Data Expected Results Actual Results Test Status 

Step 41 Enter the details as 

mentioned in test data 

column with wrong 

password. Click on LOG IN 

button. *PS* 

Tenancy name : 

<preval> 

User name or email: 

<pvadminuser> 

Password: <Enter 

wrong password> 

A message ‘Login failed! The 

user account has been 

locked out. Please try again 

later’ appears. 

Tenancy name : AG 

User name or email: 

prevaluser77AG 

AE 

 

Saklen Sahil 

28 Apr 2026 at 04:11 PM 

Passed 
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Step No Procedure Steps Test Data Expected Results Actual Results Test Status 

Step 42 Wait for 200 seconds and 

login to SPORIFY using the 

correct password. *PS* 

Tenancy name : 

<preval> 

User name or email: 

<pvadminuser> 

Password: <Enter 

wrong password> 

The SPORIFY application 

homepage is displayed. 

Tenancy name : AG 

User name or email: 

prevaluser77AG 

AE 
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Step 43 Navigate to Administration>> 

Settings>> Security tab. *PS* 

NA The contents of the ‘Security’ 

tab is displayed. 
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Step No Procedure Steps Test Data Expected Results Actual Results Test Status 

Step 44 Under the ‘Two Factor Login’ 

heading of the ‘Security’ tab, 

select the ‘Enable two factor 

user login’ checkbox. *PS* 

NA The ‘Enable two factor user 

login’ checkbox is selected 

and the ‘Allow to remember 

browser. If you allow this, 

users can select to 

remember browser to skip 

second time two factor login 

for the same browser’ 

checkbox appears. 

AE 
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28 Apr 2026 at 04:20 PM 

Passed 



 
Project SPORIFY 

Document Type OQ Script 

Document Version 1.0 

Document Name AG_SPOR_2026.1.0.0_OQ_Security_Management Page Page 77 of 86 

 

Document Classification: Confidential 

Step No Procedure Steps Test Data Expected Results Actual Results Test Status 

 



 
Project SPORIFY 

Document Type OQ Script 

Document Version 1.0 

Document Name AG_SPOR_2026.1.0.0_OQ_Security_Management Page Page 78 of 86 

 

Document Classification: Confidential 

Step No Procedure Steps Test Data Expected Results Actual Results Test Status 

 



 
Project SPORIFY 

Document Type OQ Script 

Document Version 1.0 

Document Name AG_SPOR_2026.1.0.0_OQ_Security_Management Page Page 79 of 86 

 

Document Classification: Confidential 

Step No Procedure Steps Test Data Expected Results Actual Results Test Status 

Step 45 Click the ‘Save All’ button. 

*PS* 

NA The configuration is saved 

and a toast reading ‘Saved 

successfully’ appears. 

AE 
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Passed 
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Step No Procedure Steps Test Data Expected Results Actual Results Test Status 

Step 46 Under the ‘Session Idle 

Timeout’ heading, select the 

‘Automatically Log Out User 

After A Set Period Of 

Inactivity’ checkbox. *PS* 

NA The ‘Automatically Log Out 

User After A Set Period Of 

Inactivity’ checkbox is 

selected and the ‘Duration of 

inactivity (Seconds)' field 

appears. 

AE 
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Passed 
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Step No Procedure Steps Test Data Expected Results Actual Results Test Status 

Step 47 Enter the data for the field as 

mentioned in test data 

column. *PS* 

Duration of inactivity 

(Seconds): 400 

Data is entered. Duration of inactivity 

(Seconds): 400 

AE 
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Step No Procedure Steps Test Data Expected Results Actual Results Test Status 

Step 48 Click the ‘Save All’ button. 

*PS* 

NA The configuration is saved 

and a toast reading ‘Saved 

successfully’ appears. 

AE 
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28 Apr 2026 at 04:22 PM 

Passed 
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Step 49 Stop utilizing SPORIFY 

application for 400 seconds. 

*PS* 

NA The session in SPORIFY is 

timed out and the user is 

prompted to login again. 
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